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Traditionally employers have supplied and owned the equipment used by employees for work purposes, 
including such items as computers and telephones. Replacement and updating of this equipment is often 
affected by limited finances. In response, employees who own newer and faster technology, such as 
smartphones, often want to use their personal devices for work purposes. Even when an employer provides 
mobile technology, many employees prefer the flexibility of using their own devices for work.  
 
Permitting employees to BYOD, that is use their personally owned devices for work purposes, is often believed 
by employers to be a cost-efficient way to reduce internal technology expenses and utilize newer 
technologies faster. Additionally some employers believe that a BYOD program can increase productivity, as 
employees are able to use the devices with which they are most familiar for work.  
 
The ways in which employees use their personal devices for work are numerous. Employees may use their 
mobile phone or smartphone (a mobile phone with built-in applications and Internet access that can have 
text messaging, e-mail, Web browsing, still and video cameras, MP3 players and video playback and calling) to 
make or receive work-related calls and text messages. Employees may download or receive work e-mail on 
their smartphones. The devices may be used to view work-related documents while at home or on the road. In 
some instances, it may be possible for employees to access work-related computer servers or databases. 
 
Although there arguably may be some benefits to permitting employees to BYOD, there can also be some 
significant risks for public employers. This resource examines some of these risks, including data retention, 
data privacy and security, and wage and hour concerns. This resource focuses on smartphones, although 
many of the concepts presented may also apply to employee home computers, laptops and tablet computers. 
This resource is not intended to be an exhaustive review of the subject, but rather concentrates on some of 
the most obvious concerns surrounding this emerging risk. 
 

Data Retention, Preservation and Retrieval 
A challenging aspect of BYOD is that although the device is owned by the employee, the work-related data 
and information on the device likely belongs to the government entity. This split in ownership can be 
problematic for both the government entity and the employee when the entity is required to retain, preserve 
or produce this data. This data could include documents or work e-mail, but could also include text messages, 
voice mail messages, calendar data, any work e-mail sent via a personal account, and phone log information.  
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There are several situations under which a government entity and its employees may be required to retain, 
preserve or produce work-related sources of data that are housed on an employee’s personal device. 
 
Minnesota Government Data Practices Act (MGDPA) 
The MGDPA imposes an obligation on government entities (state agencies, political subdivisions or statewide 
systems) to make government data easily accessible for convenient use and produce government data upon 
request.1 Requests for data can come from the public, who may have access to any data classified as public, or 
from data subjects who may have the right to access private or nonpublic data on themselves.2  
 
Under the MGDPA, government data is defined as all data collected, created, received, maintained, or 
disseminated by government entities.3 The MGDPA does not define government data based upon where that 
data is stored or its format (paper or electronic). When a valid request for data is made, the government entity 
has an obligation to provide access to that data, regardless of whether it is stored on the entity’s computer 
system or device or its employee’s personal device.4 Failure to provide access to government data when 
legally required could be a violation of the MGDPA.  
 
The MGDPA allows a person to sue a government entity for damages resulting from a violation of the Act, 
including costs and attorney fees.5 If a court determines that a willful violation occurred, the government 
entity may also be liable for exemplary (punitive) damages ranging from $1,000 to $15,000 for each violation.  
 
A person may also bring a civil lawsuit to compel compliance with the MGDPA.6 A successful claimant may 
recover costs and disbursements, including reasonable attorney fees. If the court issues an order to compel 
compliance, the court may impose a civil penalty of up to $1,000 against the government entity to be paid to 
the state general fund. The MGDPA also permits an individual to file a complaint with the Office of 
Administrative Hearings as an expedited method to compel compliance.7  
 
An employee who refuses to cooperate in responding to an MGDPA request may be subject to discipline for 
insubordination. The MGDPA provides that a willful violation of the law by an employee constitutes just cause 
for the government entity to impose disciplinary sanctions, including suspension and termination of 
employment.8  
 
Litigation Holds and Discovery 
A similar issue can arise when a government entity is under a litigation hold or during the legal discovery 
process.  
 
A litigation hold is a means by which relevant documents, data and other information is identified and 
preserved for potential use in a lawsuit. A litigation hold can come in the form of a formal request by a 

                                                 
1 Minn. Stat. § 13.03, subd. 1-3. 
2 Minn. Stat. § 13.03, subd. 1 and 3; Minn. Stat. § 13.04, subd. 3. 
3 Minn. Stat. § 13.02, subd. 7. 
4 See Minnesota Department of Administration Opinion 95-008 (“Data maintained by a current or former employee of a government 
entity subject to Minnesota Statutes Chapter 13, that were created or collected by that person acting as an agent of the government 
entity, are government data pursuant to Chapter 13, regardless of where the data are maintained.”) 
5 Minn. Stat. § 13.08, subd. 1. 
6 Minn. Stat. § 13.08, subd. 4. 
7 Minn. Stat. § 13.085. A complainant who substantially prevails on the merits in this forum may be awarded reasonable attorney fees 
up to $5,000. The administrative hearing officer can also impose a civil penalty up to $300 on the government entity. 
8 Minn. Stat. § 13.09. The MGDPA also provides for criminal sanctions (misdemeanor) in the event of a willful violation. 
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potential litigant or can be internally initiated by a government entity where there is a belief that litigation 
may soon occur.  
 
Discovery is the formal process that the parties to a lawsuit use to obtain information from the other parties 
regarding the facts alleged in a case. One of the discovery tools available to parties is a request for production 
of documents. This permits a party to demand that another party produce and/or permit inspection of 
documents or tangible items in their possession, custody and control. 
 
A litigation hold or discovery request addressed to a government entity may apply to data that is on the 
employee’s personally owned device. For example, a request that the government entity preserve all 
communications on a certain topic would apply to all e-mail messages, text messages, voice mail messages or 
other communications that may have taken place on an employee’s smartphone. Depending on the definition 
of “communications,” it may also apply to details such as caller name and time of call found in the phone’s call 
logs. 
 
The underlying question asked by the courts when determining whether a source of data should have been 
preserved and/or produced for discovery is whether the party has possession, custody or control of the data 
or has the legal right to obtain the data on demand.9 A court is likely to find that an employer has control over 
its employees when it comes to obtaining work-related documents or information during litigation, regardless 
of where information is stored. Responsibility for a litigation hold or a request for production of documents 
addressed to an employer will likely be imputed to the data or information held by its employees. 
 
A litigation or discovery request can also be addressed directly to an employee. This could occur if the 
employee is a named party in the lawsuit or as a requirement to produce documents, electronically stored 
information or other objects in conjunction with a deposition request.10 
 
A court could issue sanctions against the government entity for its employee’s failure to preserve or produce 
data. For example, the court could instruct a jury to assume that the data not produced was unfavorable to 
the government entity. Such sanctions could detrimentally affect the government entity’s case. Likewise a 
court could impose sanctions, including contempt of court, against an employee who fails to comply with a 
court order or subpoena duces tecum (legal request to provide documents).  
 
Investigations 
A government entity may need access to the data on an employee’s personal device during the course of an 
investigation. For example, a government entity investigating an internal complaint against the employee 
under its anti-harassment policy may need access to the employee’s smartphone. Likewise, the entity may 
need access to data on the device in responding to investigations by outside entities, such as the Equal 
Employment Opportunity Commission (EEOC) or the Minnesota Department of Human Rights (MHRA). Failure 
to produce this data as part of the investigation could bar the government entity from fulfilling its statutory 
obligations.  
 
In the event of a security incident, investigation of the employee’s personal devices may be crucial in 
determining the cause of a data breach.  
 
  
                                                 
9 Fed. R. Civ. P. 34(a); Minn. R. Civ. P. 34.01. See Prokosch v. Catalina Lighting, Inc., 193 F.R.D. 633, 636 (D. Minn. 2000). 
10 A deposition is another type of discovery request involving a pretrial, out-of-court oral examination under oath before a court 
reporter. 
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Retrieving Data 
Employees using personal devices for work-related purposes should be aware that they may be required to 
preserve certain data and/or to turn their devices over to their employers, opposing counsel or the court if 
there is a request to preserve or provide data that may exist on their devices.  
 
Data retention and retrieval with BYOD can be challenging because often employees’ have work and personal 
data intermingled on the employee’s device. Although the government entity may have the right to obtain 
the government data on a device, the employee similarly may have a reasonable expectation of privacy for 
their personally owned devices and the personal data stored within them. Because of this, the government 
entity should keep the Fourth Amendment and state and federal laws in mind when requesting or reviewing 
an employee’s personal device for work-related data.  
 
The Fourth Amendment protects against unreasonable searches and seizures. It applies when the 
government entity is acting in its capacity as employer.11 The courts evaluate searches and seizures on a case-
by-case basis. Any requests for or review of an employee’s personal device should be consistent with business 
necessity and limited to the extent possible in scope and duration. Staff retrieving work-related data from an 
employee’s device should be cautious about accessing or reviewing any personal data. 
 
The federal Stored Communications Act12 and its Minnesota counterpart, the Privacy of Communications Act, 
may also apply.13 Both laws provide private causes of action in the event of an intentional access to stored 
communications (such as an employee’s personal e-mail or text messages) without authorization or in excess 
of granted authorization, subject to certain exceptions such as the owner’s permission.  
 
Employers should consult with legal counsel when requesting or reviewing an employee’s personal device for 
work-related data. As discussed further below, government entities may want to require that employees turn 
over their devices when necessary and give permission to access them as a condition of using personal 
devices for work purposes. 
 
Employees should be aware that even if they refuse to grant permission or to turn over their personal devices 
to their employers when needed, they could still be ordered to do so by a court. 
 

Data Privacy and Security 
 

Government entities operate under a host of data privacy and security laws, including but not limited to the 
Minnesota Government Data Practices Act and the Health Insurance Portability and Accountability Act 
(HIPAA).  
 
The MGDPA requires a government entity establish appropriate security safeguards for all records containing 
data on individuals.14 Data on individuals is defined by statute as “all government data in which any individual 
is or can be identified as the subject of that data, unless the appearance of the name or other identifying data 
can be clearly demonstrated to be only incidental to the data and the data are not accessed by the name or 
other identifying data of any individual.”15 The MGDPA also restricts access to data on individuals that is 
classified as private or confidential. 

                                                 
11 See City of Ontario, Cal. v. Quon, 130 S. Ct. 2619 (2010). 
12 18 U.S.C. §§ 2701 – 2712 
13 Minn. Stat. Chpt. 626A 
14 Minn. Stat. § 13.05, subd. 5(a). 
15 Minn. Stat. § 13.02, subd. 5. 
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Under HIPAA, departments or divisions in a government entity that are “covered entities” or “business 
associates,” are required to comply with HIPAA’s privacy and security standards.16 The HIPAA standards 
require a covered entity or business associate to implement policies and procedures that restrict access to, 
protect the integrity of, and guard against the unauthorized access to electronic protected health information 
(PHI).17 PHI is defined by law to include “individually identifiable health information,” which is information, 
including demographic data, that either identifies the individual or could reasonably be used to identify the 
individual and which relates to:  
• the individual’s past, present or future physical or mental health or condition;  
• the provision of health care to the individual; or  
• the past, present or future payment for the provision of health care to the individual.18 

 
Although MGDPA and HIPAA are the primary laws bearing on this issue, there may be other laws containing 
privacy or security related provisions that affect specific programs or divisions of a particular government 
entity or organization. Moreover, it is possible that an entity may be subject to an agreement, such as a grant 
or contract, that requires certain technology safeguards be implemented. 
 
There are a number of ways that an unauthorized party could acquire government data via an employee’s 
device. 
 
Lost or Stolen Device 
One of the most apparent ways is through a lost or stolen device. Depending on how the device has been 
used by the employee, an individual in possession of a lost or stolen device may have the ability to access 
directly the government entity employer’s e-mail system or computer network. A lost or stolen device may 
hold files containing private or confidential government data that would be in the possession of an 
unauthorized individual.  
 
Access by Friends or Family 
Another risk comes in the form of an employee’s friends or family. The personal smartphone used by the 
employee for work purposes may be shared by the employee’s family or friends. If the work-related access or 
data is not password protected or otherwise secured on the device, it could be accessed by unauthorized 
individuals. Although the employee may be well-aware of the need to keep government data secure, the 
same cannot always be said for other individuals using the device.  
 
Malicious Software Applications or Viruses 
The prevalence of malicious software (a.k.a. malware) and computer viruses may present a security risk for 
government data stored on an employee’s device. A government entity has control over the applications 
placed on its own devices. Some employees may not be as cognizant of the risks on their personal devices. 
Employees (or someone else using their device) may download a seemingly innocent application (app) that 
has the hidden purpose of giving an outsider access and control over their device.  
 
Hacking could also occur when employees connect to the Internet through an unsecure Wi-Fi connection or 
Internet hotspot. The potential to reach government data stored on the device or to access the government 
entity’s computer system will depend on the device’s configuration, which is generally at the discretion of the 
employee. 

                                                 
16 45 CFR § 160.102 
17 45 CFR §§ 164.306 and 164.530 
18 45 C.F.R. § 160.103 
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Replacement or Upgraded Devices 
Employees who get new devices may inadvertently release or provide access to government data if they do 
not erase or completely remove it from their old devices prior to disposing of the devices. Many data privacy 
laws, including the MGDPA, require the secure destruction of private or confidential data.19 Moreover, as 
previously discussed, government employers may have difficulties with litigation holds or discovery requests 
if certain data on old devices are not properly retained. 
 
End of Employment Relationship 
A related concern exists when an employee ends employment with the government entity. It may not occur 
to the departing employee (or the government entity) that government data from an employee’s personal 
smartphone or other device should be returned and/or erased from the device. It must be noted that this can 
be particularly problematic if the employee resigns suddenly or is involuntarily terminated. The government 
entity may have difficulty retrieving and destroying data on an employee’s personal device.  
 
Remote Backup and Storage 
Remote backup and storage also poses privacy and security risk. Many smartphones can be configured to 
backup automatically to Internet-based storage (“the cloud”). In doing so, the employee-owned device may 
also be backing up a government entity’s data to a remote server that is beyond the entity’s control and that 
may not provide the security the government entity is legally required to provide.  
 
Even devices that merely back up to an employee’s home computer can create issues if that computer does 
not have adequate security. Moreover, it may be difficult to ensure that data saved in the cloud or on the 
employee’s home computer is securely destroyed (or maintained) when necessary.  
 
Consequences 
The bottom line is that without adequate safeguards, the government entity may be held responsible for its 
employee’s violation of data privacy laws.  
 
Penalties for violation of the MGDPA were detailed previously. Although an individual cannot sue a covered 
party for violating HIPAA, the U.S. Department of Health and Human Services has the authority to investigate 
and impose civil monetary penalties for HIPAA violations and state attorneys general can bring a civil lawsuit 
on behalf of state residents, seeking injunctive relief and/or statutory damages.20 A knowing violation of 
HIPAA could be a criminal offense.  
 
From an employee’s perspective, he or she may be found to have violated the personnel, data privacy and 
security or records retention policies. Such a violation could subject the employee to disciplinary actions up to 
and including termination.  
 
Depending on the nature of the data and the extent to which it is released, there may be other causes of 
action that could be brought by an aggrieved data subject against the government entity and employee, 
including invasion of privacy.  
 

  

                                                 
19 See generally, Minn. Stat. § 13.05, subd. 5(b) (“When not public data is being disposed of, the data must be destroyed in a way that 
prevents its contents from being determined.”). 
20 45 CFR Part 160, Subparts C, D, and E. 
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Fair Labor Standards Act (FLSA) 
 

A special concern under the federal Fair Labor Standards Act (FLSA)21 arises whenever nonexempt employees 
use their personal devices to conduct work-related business. The FLSA generally classifies employees into two 
categories: exempt and nonexempt. Under the FLSA, nonexempt public employees generally have the right to 
receive overtime or compensatory time for all hours over 40 worked in the established work week.22 This 
includes not only all time in which the employer has asked the employee to work, but any time in which the 
employee is “suffered or permitted to work.”23 In other words, if the employer knows or has reason to know 
that a nonexempt employee has performed work, even if this work is voluntary, the nonexempt employee 
must be compensated for that time. 
 
With the proliferation of mobile devices, the likelihood that a nonexempt employee will check, read or 
respond to work e-mail or work-related voice mail or telephone calls during nonwork hours greatly increases. 
The likelihood of an FLSA wage and hour violation also increases if nonexempt employees are given no 
instruction regarding off-duty work. 24 Failing to compensate an employee properly for hours worked or for 
keeping inaccurate time records (another FLSA requirement) could subject the employer to fines and/or 
entitle the employee to back wages and damages, including attorney fees, if an FLSA violation is found.25  
 
Employers may also have FLSA wage and hour issues if they do not appropriately compensate employees who 
check their e-mail, voice mail or otherwise work while on a leave of absence. This violation could apply to 
exempt, as well nonexempt employees, as the FLSA permits employers to compensation exempt employees 
on an hourly basis when on certain leaves of absence, such as the Family and Medical Leave Act (FMLA).  
 

Risk Management Recommendations 
 

The risks involved with BYOD can be daunting for both the employer and employee.  
 
Although from the employer’s perspective it may seem that the easiest solution is to prohibit employees from 
using their personal devices for work purposes, this may not be the optimal solution. On the other hand, 
overly burdensome policies or restrictions may cause employees to find ways to work around or subvert the 
policies, thus continuing to expose themselves and the entity to risk. 
 
No one-size-fits-all BYOD program or policy exists. The extent to which a government entity integrates or 
regulates employee-owned devices will depend on the needs and resources of the organization and its 
employees.  
 
As this is a complex issue, a multidisciplinary approach to program and policy development that involves the 
governing board, legal counsel, human resources and information technology (IT) and other stakeholders may 
yield the best results. All BYOD-related policies should be thoroughly reviewed by the entity’s legal counsel 
prior to implementation. 

                                                 
21 29 U.S.C. §§ 210 - 219. Public entities are subject to the federal FLSA. The Minnesota Fair Labor Standards Act (Minn. Stat. §§ 171.210-
0171.35) generally applies to all employers and employees in Minnesota that are not otherwise covered by the federal FLSA. 
Additionally, the Minnesota FLSA will apply where the protections of the act are greater than the federal FLSA.  
22 Some exceptions may apply, including special rules for law enforcement. 
23 29 U.S.C. § 203(g). 
24 Although there is an exception under the FLSA for de minimus time (infrequent, less than a few minutes), there is an argument that 
the de minimus exception may not apply where nonexempt employees are routinely checking, reading and responding to work e-mail 
or telephone calls.  
25 29 C.F.R. Part 516. 
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Review Current BYOD Use 
As a first step, the government entity should conduct a risk assessment to determine how employees are 
currently using their own devices for work purposes. A risk assessment will assist in gauging the extent of the 
risk posed by BYOD.  
 
The level of risk for BYOD will depend on how devices are used, how data is being accessed and whether it is 
being stored on the device. For example, an employee who only uses the telephone feature of his or her 
smartphone to keep in contact with the office will pose much less of a risk than an employee who is routinely 
downloading documents containing private data on individuals to his or her device. Security measures put in 
place by the employee (discussed below) will also have an impact on the risk. 
 
Questions to be answered may include: 
• Who is using a personal mobile device for work purposes? 
• How often is the device used for work purposes? 
• Why is the employee using his or her personal device (convenience, business necessity, other)? 
• How is government data being accessed or stored on the device (remote access to server, downloaded 

documents, etc.)? 
• What data or information is being accessed or stored?  
• How is the data or information classified under the MGDPA? 
 

Consider Ongoing and Future BYOD Use 
When contemplating ongoing or future BYOD use, the government entity should consider whether the 
benefits of BYOD in its variety of forms outweigh the risks posed and the potential cost of managing those 
risks. Permitting an employee to use his or her own device for work purposes is a privilege. 
 
In reviewing the current uses and looking to the future, a government entity may find that it is more 
comfortable with some types of BYOD use and less with others, depending on how the devices are being 
used, the types of data that are involved and the work-related need for using the device.  
 
For example, a government entity may have more concern with BYOD use by individuals in positions that 
have access to private, confidential and/or personally identifiable data. The government entity may have less 
concern with remote access to work e-mail (i.e., access to the e-mail server through the Internet) than for 
employees who routinely have their work e-mail forwarded to their smartphone.  
 
For some positions, the entity may want to provide entity-owned mobile devices as it provides the entity 
more control over security and privacy.  
 
Additional questions to be considered include: 
• Is there a work-related need for certain positions to use a mobile device?  
• What is the extent of that need? Is this need related to the essential function of the individual’s job? 
• What type of data or information needs to be accessed? 
• What is the capacity (financial and personnel) to implement a BYOD program or policy? 
• Are there technology solutions that can reduce the risk?  
 

The IT Component 
An important part of the BYOD evaluation is a review and analysis of the entity’s technological capabilities and 
capacity. Technology can also play a part in managing the risk. In evaluating the feasibility of implementing 
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technological strategies for BYOD, the government entity should consider whether and to what extent IT staff 
are available to support employee personal devices and any BYOD policy or program requirements. 
 
Passcode/Password Protection  
Passcode/password protection and encryption are two methods to protect unauthorized access to a device 
that is lost, stolen or otherwise compromised. Most smartphones give the owner the option to lock the device 
with a passcode. Often the device will automatically lock when it is not in use after a set period. Some devices 
give the owner the option to have the device automatically wiped (i.e., have all data on the device deleted) if 
the wrong passcode is entered more than a pre-determined number of times.  
 
Encryption  
Electronic encryption is a process by which the plain text of an original document or file is electronically 
converted into indecipherable text or code that can only be decrypted and viewed by someone with the 
appropriate key or code. Encryption is generally considered to be an adequate measure by which private or 
confidential data can be secured or sent.  
 
Virtual or Remote Access 
Some software platforms permit a user to have virtual or remote access. Virtual or remote access permits a 
user to access directly a remote computer system, such as an employer’s e-mail system, through the Internet 
as if the employee were at the worksite using an entity computer. When the employee logs off or leaves a 
virtual or remote access session, no data or information remains on the employee’s device because all work 
was done directly on the employer’s computer servers.  
 
Mobile Device Management (MDM) software 
MDM software can be a useful tool for an employer in a BYOD program as it provides an employer some 
measure of control over the employee’s dual-use device. The software is placed on the employee’s device but 
is controlled by the employer. MDM software may provide password protection and encryption. Also, MDM 
software may have other capabilities that would permit the employer to lock or wipe the device remotely, 
track a stolen or lost device through its GPS (global positioning system), and/or restrict application installation.  
 
These features may be particularly helpful to secure data on a lost or stolen device, or when an employee 
unexpectedly leaves employment. For example, with MDM software installed, an employer receiving a report 
of a stolen smartphone could send a command through the software that would delete all information from 
the missing smartphone and locate the device through its GPS. 
 
Some of the capabilities that make MDM software attractive to employers can also be problematic for 
government entities. For instance, depending on the software configuration, when a wipe command is sent 
through MDM software, the software may delete data from the entire device—including all personal data. 
Unless the government entity has explicit permission from the employee to delete the personal data, this 
could create a question under the Fourth Amendment as to whether the deleted data was unlawfully seized. 
The courts have not weighed in on this subject to date. 
 
Deleting the personal data without permission may also create issues under the federal Computer Fraud and 
Abuse Act26. Under this law, it is a criminal offense to gain unauthorized access to a computer. The Act 
provides for the recovery of civil damages if the unauthorized access results in damage of more than $5,000. 

                                                 
26 18 U.S.C. § 1030. 
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Minnesota has similar criminal offenses for unauthorized computer access and computer damage under 
Minnesota Statutes Sections 609.87-609.8911. 
 
A GPS tracking feature of MDM software should also be used cautiously. Courts have found that unauthorized 
GPS tracking of employees during nonworking hours may violate the Fourth Amendment.27 The Minnesota 
Privacy of Communications Act also prohibits installing or using a mobile tracking device or obtaining the 
location information of an electronic device without a court order/warrant or unless the owner or user of the 
object consents.28 The Minnesota Privacy of Communications Act permits an aggrieved individual to bring a 
civil action for damages and other appropriate relief, including reasonable costs and attorney fees. 
 
When determining whether MDM software is a viable strategy, government entities should consider the cost 
of software, the types of devices on which it can be used, and the additional time and effort needed from IT 
staff to implement and manage this software. The software could be limited to those individuals whose use of 
mobile devices creates more risk for the entity. 
 
Although government entities should not mandate use of this software without employee permission, they 
may prohibit employees from using their mobile devices for work purposes unless the MDM application is 
installed.  
 
If using MDM software, the government entity should make a policy decision on which features of the 
software are desirable or necessary. The entity should establish guidelines for the staff responsible for 
implementing or monitoring MDM software. Guidelines may include prohibiting use of GPS tracking during 
nonwork hours and procedures for determining when a data wipe will be implemented (e.g., upon 
notification of a lost or stolen device, where the employee terminates employment and refuses to return data, 
etc.). Staff should be educated on the risks and legal restrictions for using MDM software.  
 
Public entities using MDM software should obtain written informed consent from the employee prior to 
installing the application. The written consent should: 
• disclose the features of MDM software and how it will be used by the employer. 
• disclose the risks of the software, including the possibility that personal data may be wiped. 
• grant permission to the employer to install the software and to implement the features of the software, 

including remote wipe and tracking, when necessary. 
• prohibit employee from disabling or tampering with the MDM software. 
 
Where installation of MDM software is a requirement for BYOD, employees need to evaluate whether the 
benefits of using their own mobile devices outweigh the constraints placed on their devices by the MDM 
software.  
 

Educate Employees 
Employees must also evaluate the benefits of using their personal devices for work purposes against the risks. 
In short, employees who use their personal devices for work purposes take on additional responsibilities for 
keeping any government data on the device private and secure. They also accept the risk that the device may 
be examined or duplicated to respond to a records request or litigation hold. In some instances, the device 

                                                 
27 See e.g., Cunningham v. New York State Dept. of Labor, 997 N.E.2d 468 (N.Y. 2013). Whether tracking an employee via GPS during 
working hours is lawful must be determined on a case by case basis, taking into consideration the current status of the law, the reasons 
for the action and the scope of tracking. Collective bargaining agreements must also be taken into consideration. 
28 Minn. Stat. §§ 626A.35 and 626.42. 
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itself may need to be commandeered for an indefinite period during the course of an investigation, litigation 
or similar event. This could be difficult for an employee who needs the device for personal reasons. 
 
There are several steps employees can take to help protect their mobile devices: 
• Password/passcode protect personal devices. Use a password/passcode that is difficult to hack.  
• Encrypt any work-related data to the extent possible. 
• Use the device’s screen lock function to prevent anyone from using it when it is idle.  
• Do not download or store private government data on the device unless necessary. 
• Keep work and personal information separate to the extent possible. 
• Install and update any anti-virus software that may be available for the device. 
• Report a lost or stolen device immediately. Notifying the government entity is important if devices contain 

private work data or could be used to access the government entity’s computer system, including e-mail. 
• Be selective about the applications downloaded and avoid malware. 
• Avoid using cloud-based backup or synchronizing with home computers for work-related data. 
• Do not let friends and family use the device unless access to work data is segregated or password 

protected. 
• Comply with government entity record retention policies, data privacy policies and any other data 

retention requirements, such as litigation holds. 
• Inform the government entity if selling, exchanging or no longer using the device for work purposes so 

that the entity can obtain and retain any work-related data that may be needed later. 
• Remove any work-related data, particularly private or confidential data, from the device prior to receiving 

technical support or repair from anyone who has no legal right to access that data. 
 
Employees who have the option to use employer-provided devices may want to do so to shield their own 
personal information, even though this may mean carrying both a work and personal phone.  
 
Employees are often unaware of the risks posed by BYOD. Government entities are encouraged to provide 
employees information on the risks BYOD can place on both the government entity and employees, and their 
role in managing and mitigating any risks.  
 

Develop a BYOD Policy 
Government entities should consider developing a BYOD policy. A policy can set forth the conditions under 
which BYOD will be permitted. For example, a BYOD could be targeted to permit only those employees with a 
clear work-related need to use their personal devices for work. The policy can also detail the expectations and 
responsibilities of an employee using his or her personal device.  
 
Government entity employers who have permitted employees to use their own devices for work purposes, 
either explicitly or implicitly, may receive some push back from employees if new controls or restrictions are 
implemented. However, government entities should keep in mind that unless there is a collective bargaining 
or other contractual agreement that states otherwise, it is the government entity’s right to control access to its 
data and computer system.  
 
When drafting a policy, government entities may want to mandate any of the security items listed in the 
above section, such as password/passcode protection or reporting lost or stolen devices, as a condition of 
BYOD. The policy should mandate compliance with government entity record retention policies, data privacy 
policies and any other data retention requirements, such as litigation holds. 
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The policy should also set forth employees’ responsibilities to provide access to the device and its contents in 
the event of a data practices request, litigation hold, discovery request, investigation or any other event under 
which access to work-related information may be reasonably required. This permission should include access 
to any cloud-based storage if used by the employee to back up government data. The policy can also notify 
employees that in some situations access to personal data on the device may occur during investigation or 
data retrieval. Granting this permission to access the device could be a condition of using the personal device 
for work purposes. 
 
The policy could limit the models of devices used under BYOD to those that can be supported by IT. This may 
be particularly important if mobile device management software is implemented. 
 
The policy should reserve the right to rescind approval for device use to any employee without notice and for 
any nondiscriminatory reason. 
 
Some employers require employees to sign a separate written agreement providing consent for the employer 
to access the personal device. Some agreements are written to include post-employment data retention. 
Written consent may help alleviate potential legal concerns related to unauthorized access by the employer. 
Government entities contemplating written agreements should discuss their use with legal counsel prior to 
implementing. 
 
All policies should take into account federal and state privacy restrictions and any collective bargaining 
agreements in place. Policies and programs should be thoroughly reviewed by the entity’s legal counsel prior 
to implementation. 
 
Other Considerations 
The government entity should revise data privacy policies, litigation hold policies and procedures, acceptable 
use policies, and any other related policies as necessary to include work-related data stored on personal 
devices or within any storage system, such as a cloud provider or home computer.  
 
Government entities should also look at policies or procedures addressing entity access to employee personal 
devices, including who has the authority to access and under what conditions (court order, instruction from 
legal counsel, etc.) 
 
BYOD should be incorporated into the exit interview procedure, including procedures for preserving data, 
such as text messages or e-mail, that may be needed after the employee’s departure. Policies should require 
that all work-related data be wiped off of employee’s personal devices (either by the employee or IT staff) 
when terminating employment. 
 

Implement the Program/Policy 
Once a program/policy is developed, employees should be trained about its requirements. A well-crafted 
policy will be ineffective if it is not adequately communicated to and understood by those subject to it and 
those enforcing the policy. As with other personnel policies, all employees should be required to sign a form 
acknowledging that they received and reviewed the BYOD policy.  
 
IT staff, legal counsel and other individuals working with data stored on employee personal devices should be 
educated regarding the risks and legal restrictions for accessing employee data stored on dual-use devices 
and in other storage areas, such as cloud-based back up or on personal e-mail.  
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Some employees may decide that the risks and/or the BYOD policy requirements are too onerous and stop 
using their personal devices for work purposes. In this case, the entity should consider procedures for 
preserving any government data necessary that may be in the employees’ personal possession. The 
government entity may need to provide the employee with an entity-owned device if access to a smartphone 
or other device is essential to the individual’s job performance or a condition of their employment. 
 

Avoid FLSA Violations 
To reduce the possibility of FLSA violations, employers should require all nonexempt employees to keep 
accurate records of hours worked whether on or off duty. Employers may want to specify that this includes 
time reviewing and responding to e-mails or telephone calls outside the office.  
 
Often employers have policies prohibiting nonexempt employees from working overtime or outside the 
regular workday without prior approval or in an emergency situation to control off-duty work and overtime 
expenses. Employers should note that having such a policy does not release the employer from paying the 
employee for any overtime hours worked. Rather, it provides a means under which the employer may 
discipline the employee for working unauthorized overtime. 
 
Employers permitting nonexempt employees to use their personal devices should establish guidelines 
outlining appropriate use. For example, the policy guidelines could limit the amount of time nonexempt 
employees use to check or respond to their work e-mail during nonworking hours or prohibit the practice 
altogether.  
 
Employees on leave should be reminded that they should not read or respond to work-related e-mail or voice 
mail (other than for reasons directly concerning their leave). If this is not feasible, employees on leave should 
be required to report any hours that they work. Employers may want to consider deactivating system access 
or directing phone calls or e-mails to another individual during the employee’s leave. This applies equally to 
exempt and nonexempt employees. 
 
For policies to be an effective barrier to an FLSA claim, the policies must be adequately communicated to 
employees and supervisors, and consistently enforced. Supervisors and managers should be instructed not to 
contact nonexempt employees for work-related reasons outside of the workday unless necessary. 
 

Manage the Risks 

The practice of permitting employees to BYOD has potential to create liability for the government entity 
employer. The likelihood of liability can be reduced through a thoughtful consideration of the risks involved, 
by controlling access to and storage of government data on personal devices, and an understanding by 
employees of the obligations that may be imposed when personal devices are used.  
 
For more information about BYOD programs, MCIT recommends “The ‘Bring Your Own Device’ to Work 
Movement: Engineering Practical Employment and Labor Law Compliance Solutions,” published by the law 
firm of Littler Mendelson, P.C. This report can be found at http://www.littler.com/publication-
press/publication/bring-your-own-device-work-movement.  
 
All BYOD-related policies and programs should be thoroughly reviewed by the entity’s legal counsel prior to 
implementation. 
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