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“Social media,” also known as “Web 2.0,” is a broad term commonly used to refer to online applications or 
platforms that facilitate communication and interaction among groups of people through information sharing 
and collaboration via the Internet.  
 
For individuals, social media is a means by which they can share information about themselves, their lives and 
their interests to a select group of people or to the public at large. This sharing can be done through a variety 
of social media applications, including social networking Web sites, such as Facebook, Twitter and Snapchat, 
professional networking Web sites, such as LinkedIn; blogging sites1, such as Blogger, LiveJournal, Tumblr and; 
or video or photo sharing Web sites, such as YouTube, Vimeo or Flickr.  
 
Social media is changing the way that people communicate. For example, as of March 2015, Facebook 
reported that it had approximately 1.44 billion active users across the globe, with 936 million of those users 
logging into Facebook on any given day.2 When considering that many people use more than one social 
media application, the amount of information potentially shared is staggering. 
 
Social media is designed to be interactive; users may permit viewers to comment upon and critique the 
posted content. 
 
This presentation examines three areas of social media use in the workplace that may expose public entities to 
risk:  
• Employee personal use of social media. 
• Using social media and Internet searches when making hiring decisions.  
• Social media employment references.  
 

Employee Personal Use of Social Media 
Employer concern over employee personal or off-duty conduct is not new. What is new, however, is social 
media and the extent to which employee social media use may affect the employer.  
 
Employees are using social media to discuss their places of employment, their work, and often their 
supervisors and co-workers. What was once limited to conversations among friends and family or gossip 
around the water cooler is now being broadcast to a wider audience, possibly even to the public at large. 
 

                                                 
1 A blog is an online journal or chronicle containing reflections, commentary and information. 
2 Facebook Newsroom, Company Info, http://newsroom.fb.com/company-info (last visited July 21, 2015) 

http://www.facebook.com/
https://www.twitter.com/
https://www.snapchat.com/
http://www.linkedin.com/
http://www.google.com/blogger
http://www.livejournal.com/
https://www.tumblr.com/
http://www.youtube.com/
http://www.vimeo.com/
http://www.flickr.com/
http://newsroom.fb.com/company-info
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As more employees participate in social media, public employers have become progressively aware of the 
impact this emerging form of communication is having on the workplace. This section is focused on an 
employee’s off-duty or personal use of social media and does not address an employee’s use of social media 
on behalf of the public entity as a part of his or her job duties. 
 
Generally speaking, the potential risks and concerns related to an employee’s personal social media activities 
are likely to stem from: 
• An employee’s personal use (or misuse) of social media. 
• An employer’s attempts to regulate an employee’s personal social media activities. 

 
When considering employee use of social media, it is good to keep in mind that many of the same laws that 
limit a public employer’s ability to regulate off-duty conduct in other situations also apply to an employee’s 
personal use of social media.3  
 

Employer Concerns with Employee Personal Social Media Use 
Discrimination or Harassment Claims 
Social media has become the “water cooler” of the 21st century. Employees aggravated by their jobs, co-
workers, supervisors or subordinates have used social networking and blogging to vent their frustrations. If 
discriminatory or harassing, these comments could give rise to or support a discrimination claim against an 
employer.  
 
Discriminatory or derogatory statements posted by a supervisor regarding a protected class could later be 
used by an employee to support a claim that his or her discipline or termination was discriminatory. For 
example, consider a situation in which a supervisor uses Facebook or Twitter to express her annoyance about 
working with a younger generation of workers. If one of these younger employees is later disciplined, the 
employee may be able to use the supervisor’s comment to assert that this adverse employment action was 
discriminatory on the basis of age.4  
 
Discriminatory comments by supervisors or co-workers could also be used as evidence of a hostile work 
environment. In a recent federal district court case, a plaintiff employee asserted that a comment made by a 
supervisor on a photo of the plaintiff posted to Facebook was racially hostile and, thus, proof of a hostile work 
environment.5 Although the federal district court found that the comment did not rise to the level necessary 
to create a hostile work environment, the case serves as an example of how comments such as these can be 
used as evidence against an employer.  
 
Similarly, employee comments about protected class status could be used by the public as proof of 
discrimination in the provision of public services.  
 
  

                                                 
3 Nonpublic employers must consider Minn. Stat. § 181.936, which places restrictions on disciplining, discharging or 
refusing to hire someone because of their use or enjoyment of lawful consumable products off duty and off the 
employer’s premises.  
4 Under the Minnesota Human Rights Act (MHRA), a claim for age discrimination relating to employment may be brought 
by anyone over the age of 18 who believes he or she is the subject of discrimination. The federal Age Discrimination in 
Employment Act (ADEA) forbids age discrimination and harassment against people who are age 40 or older.  
5 Amira-Jabbar v. Travel Services, Inc., 726 F.Supp.2d 77 (D.Puerto Rico 2010). 
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Violation of Data Privacy Laws 
Another concern to employers is that content posted by employees to blogs or social networking sites could 
violate any number of state and federal data privacy laws. Although public entities maintain a great deal of 
public information, not all data is available to the public. Data that is classified as not public, whether it is on 
individuals or other entities, may only be released under certain conditions.  
 
An employee posting not public data could expose the public entity to liability for violations of the applicable 
data privacy laws. Liability for violating the Minnesota Government Data Practices Act (MGDPA) may not only 
take the form of civil damages, it could also result in criminal penalties and disciplinary action against the 
posting employee. Federal laws, such as the Health Insurance Portability and Accountability Act (HIPAA) and 
the Family Medical Leave Act (FMLA), similarly mandate that certain data remain private and contain penalties.  
 
Although it is conceivable that an employee may deliberately post private or confidential data in a blog or on 
a social networking site, the more likely scenario is one in which the employee posts something that appears 
innocuous on the surface, but when combined with other available facts gives enough information to 
potentially be an improper release of data. The Minnesota Department of Administration has opined that “… 
in some instances, while government data in and of itself does not directly identify a specific individual by 
using the individual's name or other unique personal identifier, the very nature of the data can still identify an 
individual and associate that individual with data that is required to be maintained as not public.”6  
 
As a rule of thumb, a third party who does not have authorization to access not public data should not be able 
to identify the subject of the data through the information that is provided. In short, simply omitting certain 
details may not be enough to ensure anonymity if other information can be used to identify the subject.  
 
Whether a particular posting contains enough information to violate data privacy laws will be determined on 
a case-by-case basis by a court. A court may also need to determine whether any liability can be imputed to 
the public entity if the employee was acting within the course and scope of his/her employment.7 However, 
even if no violation or liability is found, the public entity may still bear the cost of responding to such a claim, 
including “soft costs” such as the loss of public goodwill and trust.  
 
Invasion of Privacy 
Even if a posting is determined not to have broken any data privacy laws, an individual could make a claim for 
invasion of privacy against the posting employee, which could also implicate the public employer.  
 
Minnesota courts recognize three causes of action for an invasion of privacy claim: intrusion upon seclusion, 
appropriation and publication of private facts.8 Of these three claims, publication of private facts is the cause 
of action that most likely would be raised with respect to statements posted on the Internet. Publication of 
private facts constitutes an invasion of privacy when the publication is a matter related to a claimant’s private 
life; publication of this matter would be highly offensive to a reasonable person; and the matter is not of 
legitimate concern to the public.9  
 
Whether an employer will be held liable for an employee’s intentional misconduct, such as an invasion of 
privacy, will generally depend on whether the misconduct occurred within the course and scope of 
employment. In other words, is the source of the harm related to the duties of the employee and has the harm 
                                                 
6 Minn. Dept. of Admin. Opinion 94-009. 
7 See Walker v. Scott County, 518 N.W.2d 76, 78-79 (Minn. Ct. App. 1994). 
8 Lake v. Wal-Mart Stores, Inc., 582 N.W.2d 231, 236 (Minn. 1998). 
9 Id. at 233. 
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occurred within work-related limits of time and place.10 The critical inquiry to determine if the source of the 
harm is related to the duties of the employee is whether the employee's acts were foreseeable.11  
 
Minnesota courts are more likely to find that employers have some liability for invasion of privacy claims 
where the information posted was obtained from the employer and publicized by means provided by the 
employer – e.g., using the employer’s computer system.12  
 
Defamation 
Another concern regarding employee use of social media is the possibility of a claim for defamation. To 
establish a claim of defamation, a plaintiff must prove that an allegedly defamatory statement was 
communicated to a third party; the statement is false; and the statement tends to harm the plaintiff’s 
reputation and lower the plaintiff in the community’s eyes.13  
 
If an allegedly defamatory statement affects the plaintiff in his or her business, trade, profession, office or 
calling; includes false accusation of committing a crime; or attributes serious sexual misconduct to the person, 
the statement is classified as defamation per se and damage to reputation is presumed.14  
 
As with invasion of privacy, employers can be held liable for defamatory statements made by employees that 
are made within the course and scope of their employment.  
 
“Friending” or “Following” Employees 
As social media is changing the way we communicate, it is also redefining relationships. A new question being 
asked is whether and to what extent supervisors should “friend” or “follow” their subordinate employees on 
Facebook, MySpace or Twitter, or otherwise keep tabs on employees’ personal online activities such as 
blogging. Such activity can be a double-edged sword. Having the ability to monitor a social networking site or 
blog may trigger obligations on the part of the supervisor.  
 
A claim of negligent supervision is premised on “the failure of an employer ‘to exercise ordinary care in 
supervising the employment relationship, so as to prevent the foreseeable misconduct of an employee from 
causing harm to other employees or third persons.’”15 A claim of negligent retention may be shown when an 
“employer becomes aware or should have become aware of problems with an employee that indicated his 
unfitness, and the employer fails to take further action such as investigating, discharge, or reassignment” and 
harm comes to other employees or third persons.16  
 
For example, consider a situation in which an employee grants his or her supervisor permission to view what is 
otherwise a limited access profile or account on a social networking site. Subsequently, the employee posts 
statements that appear to indicate that the employee is harassing a co-worker. The supervisor who reads 

                                                 
10 Yath v. Fairview Clinics, N.P., 767 N.W.2d 34, 47 (Minn. Ct. App. 2009). 
11 Id. 
12 See Yath v. Fairview Clinics, N.P., 767 N.W.2d 34 (Minn. Ct. App. 2009)(dismissing vicarious liability claims against the 
employer because it blocked access to social media at the workplace, thus supporting the argument that it could not be 
responsible for employee creating or maintaining an offending Web site).  
13 Bahr v. Boise Cascade Corp., 766 N.W.2d 910, 920-921 (Minn. 2009). 
14 Id. at 921; Richie v. Paramount Pictures Corp., 544 N.W.2d 21, 25 n. 3 (Minn. 1996). 
15 M.L. v. Magnuson, 531 N.W.2d 849, 858 (Minn. App. 1995)(quoting Cook v. Greyhound Lines, Inc., 847 F.Supp. 725, 732 
(D.Minn.1994). 
16 M.L., 531 N.W.2d at 857(quoting Yunker v. Honeywell, Inc., 496 N.W.2d 419, 422 (Minn.App.1993)). 
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these postings may have an obligation to investigate the alleged incident even though no complaint was 
made.  
 
Having access to an employee’s private page may create a separate duty on the part of the employer to 
monitor employee’s postings. Failure to take action may lead to a claim that the supervisor and by extension 
the employer were deliberately indifferent to ongoing harassment. Even if the supervisor did not see the 
posting, the mere ability to access a private blog or social networking site could raise a fact question of 
whether the supervisor actually did or should have had knowledge of a particular posting, thus prolonging 
the resolution of any claim.  
 
As discussed, knowledge of certain information about or statements made by an employee could result in 
claims of discrimination, harassment and retaliation, particularly if an adverse employment action is ever taken 
against the employee. Adverse employment actions generally include such things as an adverse change in job 
duties, demotion, suspension or termination. 
 
Nonlegal Consequences 
Although potential legal consequences are concerning, employee personal social media use does not have to 
result in legal liability for it to have undesirable effects on the workplace.  
 
Negative comments in a public forum regarding co-workers, management or the public entity and its inner 
workings may be detrimental to morale and harmful to the reputation or credibility of the entity and its staff. 
For example, an employee who posts public blog entries ridiculing co-workers and criticizing members of the 
public may be damaging the credibility and affect efficient operations of the public entity. 
 
Public employers also have concerns related to lost productivity due to employees accessing social media at 
the workplace for their personal use. Where this access is through the employer’s computer system, there are 
also increasing concerns that computer viruses could be downloaded through social networking sites.  
 

Considerations in Regulating Employee Personal Social Media Use 
Public employers often ask what considerations should be taken into account when contemplating action 
related to employee social media use. In general, if an offending posting is done on work time and/or with the 
employer’s computer system, the public employer may be able to rely on an Internet acceptable use policy or 
other personnel policy to discipline the employee.  
 
To some extent, these policies may also apply to off-duty conduct. As with other off-duty conduct, public 
employers must be able to show a sufficient nexus or connection between an employee’s personal social 
media use and his or her employment or position with the public entity before disciplinary action may be 
imposed. 
 
Additionally, public employers should consider other legal or practical limitations prior to taking action. These 
should also be taken into account if adopting a policy related to employees’ personal social media use. 
 
First Amendment: Freedom of Speech 
Unlike private sector employers, public entities must take the First Amendment into account when 
disciplining an employee for his or her speech, including online speech. Public employees do not lose their 
First Amendment rights to free speech simply because they are employed by a public entity. An adverse 
employment action could be actionable if it is based upon an employee’s protected speech. Likewise, a policy 
that restricts protected speech could be unconstitutional. 
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Not all public employee speech is protected by the First Amendment. The determination of whether particular 
speech is protected by the First Amendment is made on a case-by-case basis. Whether a public employee’s 
speech is protected depends on: 
1. Whether the employee was speaking as a citizen on a matter of public concern, and  
2. Whether the employee’s interest as a citizen in speaking on a matter of public concern outweighs the 

public employer’s legitimate interest in delivering efficient government services.17 
 
Speech pertaining to public issues and affairs is likely protected speech, while speech regarding internal 
administrative matters is less likely to be protected by the First Amendment.18 For example, an employee 
posting about the use of his or her tax dollars for a particular government program may be engaged in 
protected speech. Conversely, a post complaining about co-workers who do not clean up after themselves in 
the employee break room would likely not be protected by the First Amendment.  
 
Labor Relations 
In addition to the First Amendment, public employees may also have protections under the Minnesota Public 
Employment Labor Relations Act (PELRA) for their social media use.  
 
Under PELRA, public employees have the right to “form and join labor or employee organizations” and “not to 
form and join such organizations.”19 Additionally, PELRA explicitly provides that the statute does not “affect 
the right of any public employee or the employee's representative to express or communicate a view, 
grievance, complaint, or opinion on any matter related to the conditions or compensation of public 
employment or their betterment, so long as this is not designed to and does not interfere with the full faithful 
and proper performance of the duties of employment or circumvent the rights of the exclusive 
representative.”20 In 2014, PELRA was amended to provide public employees “the right to engage in concerted 
activities for the purpose of collective bargaining or other mutual aid or protection.”21 
 
Generally it is an unfair labor practice for public employers to interfere with, restrain or coerce an employee’s 
exercise of PELRA rights.22 Accordingly, a public employee’s social media postings regarding terms and 
conditions of employment may be protected by PELRA, regardless of whether the public employee is 
represented by or a member of a certified labor organization.  
 
The extent to which social media postings are protected under labor relations law is a relatively unsettled 
question. In November 2010, the National Labor Relations Board (NLRB) brought a case in federal district court 
under the federal National Labor Relations Act (NLRA) against an employer who terminated an employee for 
social media use.23 The employee, who was unhappy that her supervisor would not allow a union 
representative to help her prepare a response to a customer complaint, had posted statements on Facebook 

                                                 
17 See Connick v. Myers, 461 U.S. 138, 142 (1983); Pickering v. Board of Education, 391 U.S. 563 (1968). 
18 Connick, 461 U.S. at 145-154. Employees whose job duties include speaking on behalf of the public entity may have less 
First Amendment protection from discipline under certain circumstances. The United States Supreme Court has stated 
that when public employees make statements pursuant to their official duties, the employees are not speaking as citizens 
for First Amendment purposes and, thus, the constitutional protections do not apply. Garcetti v. Ceballos, 126 S.Ct. 1951, 
1960 (U.S. 2006). 
19 Minn. Stat. § 179A.06, subd. 2. 
20 Minn. Stat. § 179A.06, subd. 1. 
21 Minn. Stat. § 179A.06, subd. 7 
22 Minn. Stat. § 179A.13. 
23 http://www.nytimes.com/2010/11/09/business/09facebook.html (retrieved Nov. 9, 2010) 
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mocking her supervisor. Several of her co-workers posted supportive responses and additional negative 
comments about the supervisor. The employer terminated the employee for violating its social media policy 
that barred employees from depicting the company “in any way” on a social media site on which they also 
post photographs of themselves.  
 
The NLRB asserted that by posting, the employee was “engaging in other concerted activities for the purpose 
of mutual aid and protection,” which is protected conduct under the NLRA.24 In addition, the NLRB asserted 
that the employer’s policy that prohibited employees from making disparaging or discriminating comments 
when discussing the company or the employee’s supervisors and co-workers also violated the NLRA. The case 
was settled prior to hearing, with the employer agreeing to revise its policies regarding online discussions 
relative to wages, hours and working conditions.  
 
Although this case involved the NLRA, which does not govern public employees in Minnesota, it may provide 
insight about how a similar situation would be handled under PELRA.25  
 
Other Anti-retaliation Laws 
Other federal and state laws may also provide anti-retaliation protections for exercising rights under those 
laws.  
 
For example, the federal Family Medical Leave Act (FMLA) provides that it is unlawful for an employer to 
discharge or discriminate against any individual for opposing any practice made illegal under the FMLA. A 
social media posting on the subject could arguably constitute “opposition,” depending on where it is posted.  
 
Accuracy and Context of Information 
Acting on information gleaned from the Internet and social media sites without investigating its truthfulness 
has the potential to create legal and public relations issues.  
 
From a practical standpoint, public employers should keep in mind that not all information found on the 
Internet is accurate, complete or reliable. Posted comments that are taken out of context may give the wrong 
impression about the employee and his or her activities.  
 
An employee may have little control over what is posted about him or her by others on the Internet. For 
example, in July 2010, the U.S. Department of Agriculture asked one of its officials to resign within hours after 
a video of the official purportedly making discriminatory comments was posted on the Internet. After further 
investigation, it was discovered that the posted video was selectively edited and that the comments conveyed 
a different meaning when viewed in the context of the full video. 26 
 
Privacy Concerns 
Public employers should take care that any investigation into an employee’s personal social media use is 
undertaken consistent with the law. Circumventing privacy controls on a social media site, including 
pretending to be someone else to gain access to a private site, coercing or otherwise pressuring someone to 

                                                 
24 29 U.S.C. §§ 157-158(a)(1). 
25 See Int’l Union of Operating Eng’rs, Local No. 49 v. City of Minneapolis, 233 N.W.2d 748, 752 (Minn. 1975)(holding that in 
interpreting PELRA “it is often instructive to refer to decisions interpreting the [NLRA]”). 
26 http://www.washingtonpost.com/wp-dyn/content/article/2010/07/21/AR2010072103871.html (last visited July 22, 
2015) 
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provide access to a private site, obtaining and using a password without permission, or otherwise gaining 
access to a private site under false pretenses could be grounds for claims under state and federal law.27  
Although initially intended to protect e-mail communications, plaintiffs have brought claims under the federal 
Stored Communications Act involving social networking and social media. In the case of Pietrylo v. Hillstone 
Restaurant Group, 2009 WL 3128420 (D.N.J. 2009)(unpublished), restaurant managers coerced an employee 
into giving them her MySpace password and accessed a private MySpace page set up by the restaurant’s 
employees without authorization on several occasions. The federal district court upheld a jury award of more 
than $17,000 in compensatory and punitive damages against the restaurant employer for these acts.  
 
Public entities should also keep in mind that the Fourth Amendment protections against unreasonable 
searches and seizures apply when the entity is acting in its capacity as employer. Generally speaking, public 
employees have a diminished expectation of privacy in communications sent through employer-owned 
computer systems. As such, public employers usually have the right to monitor employee use of the entity’s 
computer system and technology in accordance with the entity’s acceptable technology use policy. 
Depending on the circumstances, however, accessing an employee’s private social networking or social media 
site without authorization, even if on the employer-owned computer system, could raise issues under the 
Fourth Amendment, particularly if the entity’s acceptable technology use policy does not address social media 
use.  
 
Circumventing privacy controls on a social media site or accessing private social media sites without 
authorization or in excess of the authorization granted could also be the basis for an invasion of privacy 
claim.28  
 

Risk Management Suggestions 
To reduce the risk of claims based upon employee personal social media use, MCIT offers the following risk 
management suggestions. 
 
Consider Blocking or Restricting Personal Use of Social Media Through the Public 
Entity’s Computer Systems or Equipment 
Generally speaking, employer liability for employee misuse of social media is more likely to be asserted where 
the employee used the employer’s computer system within the bounds of work-related time and space. To 
guard against these risks, public entities may want to consider blocking or restricting all personal use of social 
media or social networking sites through the entity’s computer systems or equipment.  
 
If permitting access to social media or social networking sites, public entities should ensure that its Internet or 
computer acceptable use policies: 
• Notify employees that they have no expectation of privacy relating to the use of public entity computer 

systems or equipment, 
• State any information and data transmitted through public entity computer systems or equipment may be 

monitored, and  

                                                 
27 The federal Electronic Communications Privacy Act (ECPA) (18 U.S.C. § 2510, et seq.) provides for civil and criminal 
penalties for any person who intercepts an electronic communication, subject to certain exceptions. The Stored 
Communications Act (SCA)(18 U.S.C. §§ 2701 – 2711) provides for civil and criminal penalties for the intentional access of 
stored communications without authorization or in excess of granted authorization, again subject to certain exceptions. 
The Minnesota Privacy of Communications Act (Minn. Stat. Chpt. 626A) is the state law counterpart to the ECPA and the 
SCA.  
28 See Lake v. Wal-Mart Stores, Inc., 582 N.W.2d 231, 233 (Minn. 1998). 
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• Remind employees that Internet or computer acceptable use policies do apply to social media use. 
 
Educate Employees Regarding the Potential Risks for Social Media Use and the 
Possible Consequences for Misuse 
Employees using social media may not fully appreciate the risks of social media and the potential for liability. 
Social media’s goal of facilitating communication and interaction inherently generates a sense of familiarity 
and closeness in communication. Although an employee may consciously know that the content he or she 
posts can and will be viewed by numerous individuals, that audience is virtual and essentially invisible. As 
such, statements that the user would not make in person to a crowded room are now broadcast across the 
Internet, often to complete strangers.  
 
The permanent nature of Internet postings is often overlooked or underestimated. The Web is a network of 
computer servers branching across the world. Information posted may be housed on one or multiple servers. 
Deleting information from one server does not mean that the information is deleted from all servers. 
Moreover, the information posted may have been picked up and retained by search engines, such as Google; 
archives, such as the Way Back Machine (http://www.archive.org/web/web.php); or by individuals who post it 
to other sites.  
 
Most social media applications allow users to limit access through privacy settings. Employees should be 
encouraged to familiarize themselves and apply the privacy settings of any social media site or application 
they use.  
 
Employees should also regularly check their privacy settings. Privacy settings have been known to change 
with upgrades to social media sites or applications, thereby allowing wider access than a user intended.  
 
Employees should also be encouraged to monitor their own social media presence to see what others may be 
posting about them or under their names.  
  
Public entities should review existing policies, such as Internet or computer acceptable use policies, workplace 
harassment/discrimination policies, and data privacy policies to ensure that they cover social media and other 
emerging technologies.  
 
Public entities may wish to remind employees that they must conduct themselves professionally both on and 
off duty. Additionally, employees should be reminded that other entity policies, such as Internet use policies, 
workplace harassment/discrimination policies, and data privacy policies, apply to the employee’s personal 
social media use.  
 
Caution Supervisors and Managers Against “Friending” or “Following” Employees 
Supervisors and managers should be aware of the potential risks and responsibilities that may result when 
they friend or follow employees. Employers may wish to caution supervisors and managers to use heightened 
discretion when considering whether to “friend” or “follow” their subordinates because of the perception that 
they represent the public entity and may gain information that they would rather not know. There may also 
be the perception of favoritism if a supervisor or manager accepts some friend requests and declines others.  
 
Consider Adopting a Social Media Policy or Guidelines 
Public entities should consider whether a policy or guidelines regarding employee use of social media is 
desirable. A social media policy may not be right for every public entity, particularly where existing policies 
may apply to many, if not all, of the issues that may arise out of employee personal social media use. However, 
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a separate policy may serve to emphasize that off-duty or personal social media use may be an employment 
issue.  
 
As with many policies and guidelines, there is no one-size-fits-all approach.29 Policies should be written 
broadly enough to keep up with technology changes. When developing a policy or guidelines, public entities 
should consider the following, where applicable:  
• Incorporate by reference any existing policies on computer and Internet acceptable use, codes of conduct 

or ethics, discrimination and harassment, and data practices or privacy.  
• Inform employees that they are personally responsible for the content they publish on social networking 

Web sites or any other form of user-generated media.  
• Prohibit the disclosure of private or confidential information and make it clear that all discussions about 

the workplace should maintain this confidentiality.  
• Caution employees that posting private or confidential government data; or discriminatory, harassing or 

defamatory statements regarding co-workers, supervisors or citizens – even if off duty – could result in 
discipline, up to and including termination if provided in the personnel policy. 

• Prohibit employees from using work e-mail, passwords and public entity logos on their personal social 
media sites. 

• Request that employees include a disclaimer on any social media sites on which the individual is identified 
as an employee of the public entity. The disclaimer should indicate that the views expressed by the 
employee represent his or her own personal views, not the public entity’s views or positions.  
 Sample language: “The postings on this site are my own and do not represent my employer’s 

positions, strategies or opinions.”  
• Request that employees respect the privacy of others and not reveal personal information learned in the 

workplace.  
• Encourage employees to bring work-related complaints to their supervisors or human resources 

department representative before blogging or posting the complaints. 
• Include a statement that the policy is not intended to interfere with employee rights under the First 

Amendment or PELRA. 
• Reserve the right to take disciplinary action, subject to any collective bargaining agreements (where 

applicable), in the event that the employee violates the entity’s social media use policy or any related 
policies. 

 
The public entity must consistently enforce any policy. Individuals investigating social media misuse should 
be advised of the risks in circumventing privacy controls on social media or social networking sites and 
respect employee privacy rights when investigating any policy violations. 
 
This is a complex subject. MCIT highly recommends thoroughly discussing the implications of employee social 
media use and policy development with legal counsel prior to taking any action.  
 
Public entities should also consult with legal counsel prior to taking any adverse employment action against 
an employee based upon social media use. In any situation involving possible adverse employment action, 
employers should review the personnel policies and appropriate collective bargaining agreement.  
 

  
                                                 
29 Several examples of social media policies and guidelines have been collected in the Social Media Policies Database, 
found at http://www.compliancebuilding.com/about/publications/social-media-policies/ (last visited July 22, 2015). 
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Using Social Media and Internet Searches in Hiring 
The amount of information that can be easily retrieved through the Internet is staggering. It is tempting for 
employers to use the Web, including social media sites, to conduct background research on employment 
applicants. An argument has been made that conducting Internet or social networking searches could reduce 
the likelihood of a successful negligent hiring claim.  
 
Although an Internet search or review of social networking sites may give helpful information about an 
applicant for employment, public entities should consider whether the benefits of this information outweigh 
the risks posed prior to conducting any searches. 
 
Potential Risks and Concerns 
Accuracy and Context of Information 
An Internet or social media search is only as worthwhile as the information that it produces. One of the 
difficulties with using Internet and social media searches to evaluate applicants is in the sheer volume of 
information that can be retrieved. It may be difficult to conduct a search effectively on someone with a 
relatively common name. Employers may not be able to determine whether the information retrieved in a 
search is actually information about the applicant and not another individual.  
 
Even in cases where a public entity is able to narrow the information retrieved to a specific applicant, the 
entity is faced with the task of determining whether the information found is accurate or reliable. The Web site 
or social networking profile found could be genuine or it could be fake, set up as a joke or by someone trying 
to cause difficulties for the applicant. 
 
Additionally, not all applicants will have an Internet presence. Accordingly, employers will need to decide how 
to weigh the lack of information found.  
 
Employers may also need to take into consideration the new trend of “cleaning up” one’s Internet reputation. 
Savvy job seekers take the time to secure the privacy settings on their social media sites. Some applicants may 
have hired online reputation management companies to manage their Internet identities and remove any 
potentially damaging information from the Web.  
 
Discrimination or Retaliation Claims  
In a hiring situation, an interviewer would never ask questions that would solicit information regarding the 
candidate’s marital status, color, age, national origin, creed, religion, sexual orientation, status with regard to 
public assistance or reference a disability. However, this information and more can commonly be discovered 
through a simple Internet search or by reviewing an applicant’s social networking profiles.  
 
Protected information can be found both in the narrative form as well as in photographs and video. 
Geolocation applications, often attached to smart phones or other portable devices, allow an individual to 
check in or post their location to social networking sites. Such location posts may reveal protected class 
information, such as a place of religious worship. 
 
There are several state and federal anti-discrimination laws that prohibit requesting protected class 
information in the hiring context. For example, with limited exceptions, the Minnesota Human Rights Act 
states that it is an illegal, discriminatory practice for an employer to require or request a job applicant to 
furnish information that pertains to the protected class categories of race, color, creed, religion, national 
origin, sex, marital status, status with regard to public assistance, familial status, disability, sexual orientation 
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or age prior to hiring. It is also an illegal, discriminatory practice, subject to certain exceptions, for an employer 
to seek and obtain information on these protected classes from any source prior to hiring for purposes of 
making a job decision.30  
 
It is an open question under several laws whether an Internet search in which protected class information is 
discovered could constitute a prohibited “request.” It is also an open question whether simply having such 
information prior to making a hiring decision would by itself be a violation of anti-discrimination laws.31 
 
An Internet or social media search may also reveal an applicant’s views on any number of subjects. A public 
entity may be opening itself up to a civil rights claim if an applicant is rejected on the basis of protected First 
Amendment speech.32  
 
Regardless, any protected information received must be filtered out of the hiring decision. The question 
remains whether simply having such information could fuel a claim of discrimination or retaliation by a 
rejected applicant. The public employer may have more difficulty defending against a claim simply because 
the information was retrieved, and the employer will have to prove it did not rely upon the improper 
information. 
 
Privacy Concerns 
Accessing private sites without permission or in excess of the authority granted could raise claims of invasion 
of privacy, violation of state and federal stored communications laws, or unlawful search and seizure. 
Consequently, public employers conducting Internet and social media searches are generally limited to only 
publicly available sites.  
 
It is an open question as to whether requiring applicants to give a prospective employer access to their private 
social media pages would constitute a violation of the federal Stored Communications Act. Such an action 
may be risky as a court could arguably find this practice to be coercive. 
 
Requirements for Background Checks 
Internet and social media searches could arguably be considered background checks under several different 
federal and state laws. Employers subject to these laws and rules will want to be aware of their requirements 
prior to conducting searches.  
 
For example, Minnesota Statute § 364.021 prohibits employers from inquiring into or considering the criminal 
record or history of an applicant until the applicant has been selected for an interview by the employer. (There 
are exceptions for positions for which employers have a statutory duty to consider criminal history or conduct 

                                                 
30 Minn Stat. § 363A.08, subd. 4(a).  
31 The Equal Employment Opportunity Commission addressed this issue in the final regulations implementing Title II of 
the federal Genetic Information Nondiscrimination Act of 2008 (“GINA”). Title II of GINA prohibits employers from using 
individuals’ genetic information when making employment-related decisions; restricts employers from requesting, 
requiring or purchasing genetic information about applicants and employees; and imposes strict confidentiality 
requirements on the disclosure of such information. Genetic information includes, for example, information about an 
individual’s genetic tests, genetic tests of a family member and family medical history. The GINA regulations (29 C.F.R. § 
1635.8 )clarify that an employer is not liable under GINA for merely acquiring genetic information from sources that are 
publicly and commercially available. However, the regulations point out that this exception does not apply where the 
employer specifically searches public and commercial sites with the intent to obtain genetic information or gets the 
information from sources with limited access, such as social networking sites where permission is not granted. 
32 Similarly, public employers should be aware that the First Amendment also protects the freedom of association. 



 
 
    

Page 13 of 15 

Minnesota Counties Intergovernmental Trust Resources—   
This document is intended for general purposes only and should not be construed as legal advice or mandates by MCIT. The mini-
mum limits outlined above may not be appropriate for every contract. Specific situations may dictate a need for higher limits. 

a criminal background check when hiring, such as law enforcement.) This law has the practical effect of 
precluding employers from asking about criminal history on an application for most positions. This law would 
also appear to preclude public employers from conducting any Internet or social media searches that could 
provide information on the applicant’s criminal record or history.  
 
Public entities may also need to comply with record-keeping requirements for any Internet or social media 
searches. Pursuant to EEOC rule, entities covered by Title VII and the ADA are required to keep “application 
forms submitted by applicants and other records having to do with hiring” for one year.33  
 
Similarly, the Uniform Guidelines on Employee Selection Process, adopted under Title VII, directs covered 
entities to maintain “records or other information which will disclose the impact which its tests and other 
section procedures have upon employment opportunities of persons by identifiable race, sex, or ethnic 
group.”34 The results of Internet and social media searches may be records that must be retained under these 
regulations regardless of the entity’s records retention policy.  
 
Employers who intend to use the Minnesota Bureau of Criminal Apprehension’s Web site containing public 
criminal history data for an employment background check must inform the individual of the search.35  
 
Finally, the Fair Credit Reporting Act (FCRA) may apply if the public employer hires a third party to conduct an 
Internet or social media search on behalf of the employer.36 Under the FCRA, an employer must notify the 
applicant in writing that a consumer report (as defined by the FCRA) may be used before the employer can 
obtain a report for employment purposes. The employer must also secure the applicant’s written 
authorization before asking a credit reporting agency for the report. Minnesota Statutes Chapter 13C contains 
similar requirements on the state level. 
 

Risk Management Suggestions 
Public entities thinking of using the Internet and social media to gather information about employment 
applicants should carefully consider whether the benefits of doing so outweigh the risks. Public entities 
should consult with legal counsel regarding the legal implications of conducting Web or social media searches 
as part of the hiring process prior to conducting any searches and before making a hiring decision based upon 
information gathered from these sources.  
 
Public entities choosing to conduct such searches should consider developing policies or procedures for the 
searches to mitigate some of the potential risks. When drafting such policies or procedures, entities should 
consider the following:  
• Limit the search to the applicant to whom the conditional offer of employment has been made. 
• The decision to conduct an Internet search should be made prior to reviewing any applications.  
• Searches should have a uniform format and be consistently applied. If a particular search is done on one 

applicant for a position, it should be done on all applicants. A policy or practice of conducting searches 
could arguably create a duty on the part of the employer to investigate prospective employees 
consistently and thoroughly. The failure to do so could be interpreted as a breach of that duty. 

• Searches should be limited to job-related information. 

                                                 
33 29 C.F.R. § 1602.14. 
34 29 C.F.R. § 1607.4(A). 
35 Minn. Stat. § 13.87, subd. 3(f). 
36 15 U.S.C. § 1681, et seq. 
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 Searches should not be constructed in a manner in which prohibited information, such as criminal 
history or genetic information, will be found. 

 Any protected information should be removed prior to its presentation to the hiring authority or 
decision maker. 

• Searches should be limited to publicly available sites. Prohibit the use of subterfuge or coercion to gain 
access to nonpublic social networking sites or blogs. Searches conducted should be consistent with any 
online user agreements or terms and conditions of the Web site. 

• Documentation of any Internet or social media searches should be maintained in accordance with federal 
and state laws, rules and regulations. 

• Prohibit conducting searches outside of the established procedures. 
 

Individuals with hiring authority should receive training on the entity’s policy or procedures for Internet and 
social media searches on applicants. They should also be informed of the risks of conducting Web searches 
outside the established format.  
 
Once a practice to conduct Internet or social media searches is begun, the public entity may need to continue 
to conduct such searches unless there is a legitimate, nondiscriminatory reason for stopping. To do otherwise 
could raise a question about whether the Internet and social media searches were implemented for a 
discriminatory purpose.  
 

Social Media Employment References 
Professional networking sites, such as LinkedIn, permit users to request and receive recommendations from 
other users that will be placed on the requesting user’s professional networking site. These recommendations 
are in essence employment references and have some potential to create liability for the employer.  
 
For example, recommendations given by former supervisors and co-workers could be used as evidence of 
pretext in a wrongful termination lawsuit or at an arbitration proceeding where these recommendations are in 
conflict with previous performance reviews or the reasons given for the employee’s termination.  
 
Additionally, posting by employees of not public data could expose the public entity to liability for violations 
of the applicable data privacy laws. The Minnesota Government Data Practices Act provides that performance 
evaluation data is private personnel data.37 Supervisors with access to a former employee’s performance 
evaluation data could arguably be violating the MGDPA if they provide a recommendation based upon this 
data without receiving appropriate written consent from the former employee. 
 
While Minnesota Statutes § 181.967 provides protection to former employers, including government entities, 
against claims related to the disclosure of information for an employment reference under certain 
circumstances, it is questionable whether this protection would apply to a recommendation on a professional 
networking site.  
 

Risk Management Suggestions 
In light of the above concerns, public entities may want to consider restricting or placing limitations on the 
types of recommendations that can be given by its employees on professional networking sites. For example, 
entities may decide to prohibit supervisors or managers from providing any professional recommendations 
for employees they supervised or formally evaluated, or prohibit all professional recommendations. 

                                                 
37 Minn. Stat. § 13.43. 
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If the public entity does permit professional recommendations, the entity may want to require written 
consent from the requesting individual that would be maintained in the individual’s personnel file. 
Recommendations should be truthful, not exaggerated, and only release information that is permissible under 
the MGDPA.  
 
If the public entity has post-employment reference policies or procedures, those policies and procedures 
should be reviewed to ensure that they apply to recommendations on professional networking sites.  
 
Employees posting personal recommendations should be required to include an appropriate disclaimer, such 
as “This recommendation is based upon my personal opinion and does not represent my employer’s position 
or opinion.” 
 

Be Proactive in Managing Risk 
Without question, social media has and will continue to have an impact on the workplace. Members are 
encouraged to be proactive in managing the potential risks associated with employee and employer social 
media use and misuse.  
 
MCIT coverage may extend to claims arising out of social media use in the workplace, but will depend on the 
terms and conditions of the Coverage Document when compared with the specific claims brought in a 
complaint.  
 
Educating employees and supervisors of the potential risks for social media use and the possible 
consequences for misuse may be the strongest protection against future liability.  
 
Originally published September 2011 MCIT Resource Briefing 
 


