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Risks of Using Personal E-Mail for Government Business
Recent events have high-
lighted what seems to be 
a national trend of public 
and elected officials using 
personal e-mail accounts 
or servers to conduct gov-
ernment business:

�� In December 2016, Chicago 
Mayor Rahm Emanuel settled 
an open records lawsuit by 
releasing thousands of e-mails 
regarding government busi-
ness that were on his personal 
account.1 
�� When leaving the Indiana 

governorship for his new 
position as U.S. vice president, 
Mike Pence complied with 
Indiana’s records retention laws 
by turning over a number of official messages 
that he had sent from his personal e-mail 
account.2 
�� In a lawsuit brought against the City of San 

Jose, its mayor and city council members, the 
California Supreme Court recently ruled that 
the California public records act applied to e-
mail and text messages related to government 
business on the personal phones and accounts 
of state and local government officials.3

Public officials’ use of personal e-mail 
accounts for public business has unfor-
tunately given rise to allegations that 
they must be trying to hide something 
from public scrutiny by circumventing 

open records laws. Questions have also 
been raised as to whether by using a 
personal account or server, the gov-
ernment official had properly secured 
private or sensitive government data.  

In Minnesota, many elected local officials 
have a choice between using a govern-
ment entity-provided e-mail account or 
using a personal e-mail account for con-
ducting government business. Whether 
officials should use government-entity 
or personal e-mail accounts for conduct-
ing official government business is ulti-
mately a policy decision for the govern-
ing body and the elected official. 

When making this decision, 
there are a few issues to keep 
in mind, such as security of 
the account and preservation 
of the government data in 
a personal account. (These 
considerations also apply to 
employees using personal e-
mail accounts for government 
business.) 

Data Retention and 
Retrieval
The Minnesota Government 
Data Practices Act (MGDPA), 
as well as the government 
entity’s records retention 
schedule, apply to e-mails 
involving government busi-

ness regardless of whether the e-mails 
are in a government-entity or a personal 
e-mail account.

Under the MGDPA, government data is 
defined as all data collected, created, 
received, maintained or disseminated 
by government entities. The MGDPA 
does not define government data based 
upon where that data is stored or its 
format (paper or electronic). Rather the 
definition of government data relies on 
whether it involves the operations of 
the government entity.
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E-mail Formatting Can Promote  
Positive Image of Organization
With heightened public scrutiny of 
governmental operations, making a 
good impression on citizens and oth-
ers with whom the public entity does 
business can help pave the way for 
positive results. Through their e-mails, 
government employees can build or 
erode the public’s positive perception 
of government. 

E-mail has become a primary mode of 
written official communication for many 
government entities. However, too often 
employees treat e-mail as personal 
stationary rather than the electronic 
equivalent of formal letterhead. Creating 
standards for e-mail formatting, signa-
ture blocks and other e-mail content can 
assist a government entity in projecting 
a professional and capable image while 
curbing potential problems. 

Fonts and Backgrounds
Most e-mail applications permit easy 
manipulation of font and background 
styles, colors and patterns. Bright font 
colors, script or italic font styles and 
patterned backgrounds may not project 
the level of professionalism and compe-
tence expected from the entity. At their 
worst, the sender may project a nega-
tive impression to the recipient, which 
may detract from the message of the e-
mail. Moreover, nonstandard font colors 
and styles, and backgrounds could pose 
difficulties for readers who are color-
blind or have other vision impairments. 

As a best practice, organizations should 
consider standardizing the font type, 
color and size used in e-mails across the 

organization, as well as the use of back-
ground colors and patterns. Consistent 
use of a font type and size can promote 
a sense of continuity and professional-
ism from the organization. The choice of 
font style and size should be based on 
ease of readability and professional ap-
pearance. Nonstandard fonts or colors 
can be limited unless necessary to com-
municate a particular message. 

E-mail Signatures
E-mail signatures (the block of text ap-
pended to the end of an e-mail mes-
sage) are generally designed to provide 
a sender’s contact information, much 
like printed letterhead has done in the 
past. Many organizations and busi-
nesses require their employees to use a 
standardized signature block. 

There are a number of benefits of this 
practice. A well-crafted signature block 
gives a measure of formality to the 
communication. A uniform design can 
ensure that pertinent contact infor-
mation is provided with all outgoing 
e-mail messages. Overall, it can assist in 
projecting a competent and professional 
image of the sender and the organization.

An effective e-mail signature block 
includes details about the sender, such 
as name, title, organization name and 
e-mail address. Telephone numbers 
and physical addresses are also often 
included. As with the body of the e-mail, 
care should be taken when using font 
styles, sizes and colors. The use of logos 
can be helpful in tying the signature 
block design together, and identifying 
the government entity. 

Members should be wary of relying on 
an image that contains text information 
for a signature block. Images can be 
blocked by firewalls and are not always 
displayed by e-mail programs. More-
over, it may be difficult for screen reader 
software, used by individuals with vision 
impairments, to translate images into 
words. If using images, it is a good prac-
tice to specify an alternate text that will 
display should the graphics fail.

Taglines
As with fonts and backgrounds, employ-
ees have been known to impose their 
own personal style on signature blocks 
through the use of taglines. Often the 
taglines are quotations, statements or 
mottoes that reflect the employee’s per-
sonal values or beliefs. When attached 
to a message sent from a government 
entity e-mail address, the tagline could 
be interpreted as coming from the gov-
ernment entity and reflecting the views 
of the entity as a whole. 

This becomes increasingly problematic 
if the quotation, statement or motto has 
a religious, social or political connota-
tion. This could call into question the 
impartiality of the government em-
ployee or the entity as a whole, and in 
the case of religious statements, could 
raise First Amendment concerns. As a 
risk management best practice, employ-
ees should be restricted from adding 
personal statements or images to work-
related signature blocks. 

E-mail Disclaimers
The question often arises of whether an 
e-mail disclaimer or privacy statement 
is necessary or advisable. An e-mail 
disclaimer is a statement, usually found 
at the end of an e-mail, that informs the 
reader that the information found in 
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the message or attachment is private or 
confidential and should not be read or 
retained by someone who received the 
communication in error. The statement 
may also provide instructions for the 
recipient if the e-mail was sent in error.

Whether an e-mail disclaimer provides 
any protection from liability for ac-
cidental privacy breaches is an open 
question. The courts have yet to address 
the enforceability of an e-mail privacy 
disclaimer. There is also an argument 
that e-mail disclaimers are inherently 
defective due to their placement at the 
end of an e-mail. The unintended e-mail 
recipient likely has viewed the e-mail 
message in its entirety before getting to 
the warning. 

That said, an e-mail disclaimer may be 
helpful in putting an unintended recipient 
on notice and in deterring that individual 
from using or further releasing or distrib-
uting any private or confidential data. 

Members choosing to use an e-mail dis-
claimer are encouraged to have their le-
gal counsel review the specific language 
used for any legal issues, particularly if 
the disclaimer is intended to be placed 
on all outgoing e-mail messages. 

For example, disclaimer language that 
affirmatively states, “This e-mail is pri-
vate (or confidential),” could be prob-
lematic. The terms “private” and “con-
fidential” have specific legal meanings 
under the Minnesota Government Data 
Practices Act (MGDPA) pertaining to 

whether the public or data subject may 
legally have access to the information. 

By stating that the contents of the 
e-mail are private or confidential, the 
disclaimer may give the recipient the 
false impression that the contents of the 
e-mail are protected under the MGDPA 
when, in fact, it may be public data 
subject to release. A better practice is 
only to use this disclaimer when an e-
mail does contain private or confidential 
data, or to say that the contents of the 
e-mail “may be private or confidential.” 

A common mistake in many e-mail 
disclaimers is citing the federal Elec-
tronic Communications Privacy Act 18 
U.S.C. Sections 2510-2521. This portion 
of the law is otherwise known as the 
federal Wiretap Act. Although this law 
may provide protection and penalties in 
the event that the e-mail is intercepted 
while in transit, it arguably does not ap-
ply to e-mail that was inadvertently sent 
to the wrong address. 

Take Advantage of E-mail 
Formatting
E-mail can be an effective tool for com-
munication and creating a positive 
impression of the governmental entity 
when all of the content and formatting 
is considered as a whole. Effective use 
of fonts, backgrounds and signature 
blocks can strengthen the professional 
image of and promote confidence in the 
sender and the public entity. 

Protect Private Data When Using E-mail
The following risk management tips may help protect the privacy of e-mail com-
munications and reduce the likelihood of an inadvertent e-mail data breach. 

�� Double check the address lines. Is the recipient’s e-mail address correct? Has the e-mail applica-
tion’s autofill feature filled in the wrong address? Was “Reply All” used, rather than “Reply”?
�� Consider encryption for sending private, confidential or attorney-client privileged information 

outside of the entity’s e-mail network.
�� Use the e-mail’s subject line to highlight the private or confidential nature of the e-mail and place 

a warning at the top of the e-mail body. This may deter an unintended recipient from opening 
the e-mail message or continuing to read the document. If an e-mail should not be forwarded 
or shared, even by the intended recipient, this information should be prominently placed in the 
message. 
�� Consider placing private or confidential information in an attachment rather in the body of the 

e-mail itself. This may reduce the likelihood of an unintended recipient accidentally viewing the 
private or confidential information.

New Risk 
Management 
Consultant 
Joins MCIT
Tom Sup-
pes joined 
MCIT Feb. 
28 as a risk 
management 
consultant. 
He has more 
than 30 years 
of experi-
ence in risk 
management and loss control. Dur-
ing the past 18 years, Suppes served 
as the loss control/risk manager for 
the City of Brooklyn Park, Minn. 

In this capacity, he was responsible 
for the overall planning, manage-
ment, administration, organiza-
tion and coordination of the city’s 
loss control and risk management 
program, including property/ca-
sualty and workers’ compensation 
programs, as well as implementa-
tion of all risk financing and transfer 
programs.

Prior to working at the City of Brook-
lyn Park, Suppes was a risk manage-
ment consultant for Youngdahl 
Companies. In this capacity, he devel-
oped, implemented and evaluated 
customized risk, insurance, claims, 
loss control, safety and fleet manage-
ment programs for clients in multiple 
locations and multiple states.

“MCIT is pleased to have Tom join 
the risk management team. His ex-
tensive public entity and insurance 
industry risk management back-
ground will be valuable to the MCIT 
risk management team and MCIT 
members,” Director of Field Services 
Kevin Balfanz says.

Members can contact Suppes 
for risk management services at 
1.866.547.6516, ext. 6469 or tsuppes 
@mcit.org.

Tom Suppes
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Cell Phones and Driving on the Job
UNDERSTAND THE SAFETY AND LEGAL RISKS
In recent years, Minnesota state 
legislators have enacted laws lim-
iting or prohibiting the use of cell 
phones while driving, in particu-
lar banning texting while operat-
ing a vehicle.1 Currently, several 
state lawmakers are proposing a 
ban on all cell phone use while 
driving, except in hands-free 
mode. Whether prohibited by law 
or not, the use of mobile devices 
by employees while driving on 
the job poses several safety and 
legal risks for members.

Safety Concerns of 
Using Cell Phones While 
Driving
Distracted driving includes any behav-
ior that could divert the driver’s atten-
tion from the primary task of driving. 
All distractions endanger the safety of 
the driver, passengers and bystanders. 
Common distractions include using a 
cell phone for texting, calling or Internet 
functions; reading; eating; drinking; etc. 

The Minnesota Department of Public 
Safety reports that distracted driving 
kills 70 people a year in the state and 
injures another 350. Distracted driv-
ing also contributes to one in four 
auto accidents statewide. According 
to The Centers for Disease Control and 
Prevention, every day more than 1,000 
people in the United States are injured 
and eight to 10 are killed as a result of 
distracted driving. 

Legal Risks of Using Cell 
Phones While Driving
In Minnesota, it is illegal for drivers 
to compose, read or send electronic 
messages or to access the Internet on 
a wireless device, such as a cell phone, 
when the vehicle is in motion or part 
of traffic.1 This applies even when the 
driver is stopped in traffic (e.g., at a 
stoplight or sign). Accessing the Inter-
net likely includes use of applications 
that connect to the Internet, such as 
social media, music or map applications.

Violation of Minnesota Statutes, Section 
169.475 is a primary offense, mean-
ing that law enforcement can stop a 
driver who is unlawfully using his or her 
cell phone and issue a citation for the 
offense. The fine, including surcharges 
and fees, for a first offense is approxi-
mately $125. That amount increases 
to approximately $350 for a second or 
subsequent offense.  

Additionally, distracted drivers can be 
ticketed for reckless or careless driving 
when their actions demonstrate a disre-
gard for safety or the rights of others.2 

If a driver operates a vehicle in a “grossly 
negligent manner” and causes great or 
substantial harm or death, the driver 
could be charged with a felony crime.3

In addition to potential criminal charges, 
an injured party could bring a civil law-
suit against a driver whose distracted 
driving caused an accident. A successful 
plaintiff could be awarded compensa-
tory damages, including loss of wages, 
medical expenses and pain and suf-
fering. Compensatory damages are 
intended to make the plaintiff whole, as 
if the accident had not occurred. 

To date, Minnesota courts have not 
approved of punitive damages in a 
distracted driving lawsuit. Punitive dam-

ages are those awarded against 
a person as punishment for his 
or her outrageous conduct and 
to deter future similar actions. 
However, the trend is growing 
for plaintiffs to seek such dam-
ages, and the right set of circum-
stances could persuade a court 
to permit this. Punitive damages 
are not covered by most auto 
insurance policies.4, 5

In the event of a serious auto-
mobile accident, drivers should 
be prepared to have their cell 
phone requested as evidence, 
regardless of whether the driver 
was using the device at the time 
of the incident. This request 

may come from law enforcement that is 
investigating the accident or an injured 
party who is suing for damages suffered 
as a result. 

If data is deleted before examination, 
the driver could be sanctioned for spo-
liation of evidence, which could jeopar-
dize his or her case.⁵

Risk Management and Cell 
Phone Use While Driving 
Recognizing that distracted driving can 
be a significant exposure for employ-
ees and the organization, members can 
take steps to help reduce distracted 
driving among their employees. Each 
member needs to decide how properly 
to protect the organization and its em-
ployees and limit liability. MCIT recom-
mends members avoid or minimize as 
much as possible the risk of employees 
using cell phones while driving.

Implementing a cell phone use and 
distracted driving policy may be an ap-
propriate risk management technique; 
however, as with any policy, several 
factors need to be considered. MCIT 
recommends that members ensure that 
policies are: 
�� reviewed for potential legal, arbitration or 

union issues. 
�� specific to the organization. 
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Those tasked with the human re-
sources role at public entities have 
a complicated set of regulations 
and laws to navigate while assisting 
department heads, managers and 
supervisors with day-to-day personnel 
management concerns. This full-day 
seminar provides valuable strategies 
and information to make meeting the 
demands of the HR role easier while 
managing employment risks.

Seminar Sessions
Building a Foundation Regarding 
the Americans with Disabilities Act 
and Minnesota Workers’ Compensa-
tion Act, presented by Jessica Schwie 
and Thomas Cummings, Jardine Logan 
& O’Brien PLLP: The 2008 Amend-
ments to the ADA changed the defini-
tion of disability, making it more likely 
that the requirements of the workers’ 
compensation law will overlap with 
the requirements of the ADA.  This 
session provides a foundation for 
understanding the ADA and Workers’ 
Compensation Act. 

Accommodations and Return to 
Work: Do ADA and Workers’ Com-
pensation Differences Matter? pre-
sented by Jessica Schwie and Thomas 
Cummings, Jardine, Logan & O’Brien 
PLLP: Differences in application of 
the accommodation requirements 
of ADA and return to work under 
workers’ compensation are explained 
along with reasons they may or may 
not matter. 

How to Have a Trauma-informed 
Workplace, presented by Brad Mc-
Naught, Clinical Team Member, Sand 
Creek: There is much discussion 
about the impact of mental health 
on productivity in the workplace. 

What, if any, effect does this have on 
the workplace? Attendees learn how 
stress disorders can present in em-
ployees and what the public sector 
employer can do to minimize nega-
tive influences and enhance positive 
effects on the affected employee and 
co-workers. The session addresses 
how to use the EAP for early interven-
tion to benefit the workplace.

Managing Conflict and Difficult 
Personalities, presented by Elise 
Chambers, Esq., Conflict Resolution 
Center: This high-energy session 
provides strategies for managing and 
resolving conflict at work, as well as 
how to initiate difficult conversations.  
Participants learn about their own 
conflict styles and how to be their 
most effective selves.

Panel Discussion with HR Profes-
sionals: Panelists talk about lessons 
learned from experience dealing with 
ADA and workers’ compensation in 
public-sector employment. Learn 
from others‘ challenges and successes. 

Seminar Details
�� Date: June 21, 2017
�� Location: Holiday Inn, St. Cloud
�� Fee: $60 per person for MCIT members; 

$100 per person for nonmembers
�� Recommended audience: public-sector 

human resources professionals, county 
administrators, county attorneys
�� Register: MCIT.org/training-calendar/
�� Questions: Contact MCIT Communications 

Manager Heather Larson-Blakestad at 
1.866.547.6516, ext. 6430 or hblakestad@
mcit.org

�� clearly written and not overly restrictive. 
�� properly communicated and that training is 

provided as necessary. 
�� enforced throughout the organization as ap-

propriate for each job function. 
�� periodically reviewed and updated as needed. 

Also, employers should require that 
employees sign a document acknowl-
edging receipt of the policy. 

Methods to help reduce distracted driv-
ing include:

�� looking for ways to set up the interior of 
vehicles to maximize vision for the driver and 
minimize distractions.
�� informing employees about the dangers of 

distracted driving and providing them strate-
gies to limit distractions while on the road.

To minimize the potential for spoliation 
of evidence, employers should inform 
drivers that they cannot delete cell 
phone records or content if they have 
been involved with a traffic accident 
while on the job. This means they 
should suspend any automatic deletion 
of records or content.

Resources
MCIT members have a number of free 
or low-cost resources available to them 
to assist in improving their employees’ 
driving safety.

Defensive Driving Training: MCIT pro-
vides members with no-cost defensive 
driving training to offer their employees. 
Courses are available for operating pas-
senger vehicles, maintenance vehicles 
or multiple passenger vehicles. More 
information is available at MCIT.org/ 
defensive-driving/. Members can con-
tact MCIT at 1.866.547.6516 or info@
mcit.org to schedule training or with 
questions.

Minnesota Safety Council: All MCIT 
members are provided a membership 
with the Minnesota Safety Council as 
part of participation in MCIT. The Safety 
Council has several resources available 
to help members in their safe driving 
efforts to prevent distracted driving, 
including sample policies and training 
materials. Information is available on the 

Continued on page 6

HR TRAINING:  
‘Advanced Employment  
Issues for Public Entities’
June 21, St. Cloud Holiday Inn



6   MCIT Bulletin

MCIT members asked for more resilience training, and MCIT listened. During 2017 
and 2018, MCIT county members can schedule “Resilience II” programs that build 
on the details and skills provided in the previous sessions, which debuted in 2014.

Resilience is the ability to positively respond to and recover from difficult personal 
and professional situations.

Sand Creek, MCIT’s Employee Assistance Program provider, has developed a new 
two-part educational program for MCIT county members to strengthen both per-
sonal and professional resilience. Each part addresses how to move successfully 
through adversity and how the EAP can support individuals in times of challenge 
or crisis. One  part is for employees and one is for supervisors.

Part 1 ‘Resilience II: Making It Your Own’
This one-hour presentation is designed for all employees (including managers 
and supervisors). The session:

�� briefly reviews personal resilience.
�� provides strategies to increase resilience, focusing on three areas of how to do this.
�� gives time for participants to practice techniques with example situations.
�� allows participants to create their own resilience plans.
�� explains how the EAP can support the individual in times of challenge or crisis.

Part 2 ‘Resilience II: Leading the Way’
This one-hour session is designed for managers and supervisors. It builds on the 
concepts and strategies addressed in the presentation for all employees. The session:

�� briefly reviews resilience processes and strategies and builds on methods addressed in Part 1.
�� is a guided conversation that supports and encourages supervisors.
�� teaches positive communication techniques to increase resilience in the workplace.
�� provides scenario-based discussion and strategy application.
�� allows participants to bring current challenges to the group to work through using new strategies.

Resilience Training Program Details
�� Each MCIT member county as a whole (not department) may schedule up to four training presenta-

tions.
�� Each presentation is one hour.
�� At least one of the presentations must be Part 2 “Leading the Way” for managers and supervisors.
�� Managers and supervisors must attend Part 1 “Making It Your Own” before attending Part 2.
�� All presentations must be scheduled within the same business day.
�� This program is provided at no cost to MCIT county members and is offered during 2017 and 2018.

Schedule Resilience Training
MCIT member counties should contact Sand Creek to learn more about this 
program and to schedule resilience training. Reach Sand Creek at 1.800.550.MCIT 
(6248) or info@SandCreekEAP.com.

Cell Phones and Driving on the Job ... 
continued from page 5

Subdivision 3 of Minnesota Stat-
utes, Section 169.475 lists the 
following exceptions to the prohibi-
tion on composing, reading and 
sending electronic messages (e.g., 
texts) or accessing the Internet 
while driving:

�� solely in a voice-activated or other 
hands-free mode
�� for making a cellular phone call
�� for obtaining emergency assistance to 

report a traffic accident, medical emer-
gency or serious traffic hazard, or prevent 
a crime about to be committed
�� in the reasonable belief that a person's 

life or safety is in immediate danger
�� in an authorized emergency vehicle 

while in the performance of official 
duties

Legal Exceptions 
to Texting Law

organization’s website: MinnesotaSafety 
Council.org.

Minnesota NETS (Network of Employ-
ers for Traffic Safety): Assists employ-
ers with implementing effective policies 
and workplace programs to help reduce 
traffic deaths and injuries within its 
workforce. A number of free awareness 
and prevention materials are avail-
able through this program, including 
template policies, Power Point™ presen-
tations, fact sheets, daily e-mail blasts, 
sample voice messages, fliers/posters, 
sample safety talks and other items. 
Members can access Minnesota NETS at 
MNSafetyCouncil.org/nets/.

1Minn. Stat. § 169.475
2Minn. Stat. § 169.13
3Minn. Stat. §§ 609.2112 and 609.2113
⁴See James Gempeler & Lindsay Mancini, Smart Phones, Dumb 
Driving and the Law: The Criminal and Civil Consequences of 
Distracted Driving, Bench & Bar. Minn., November 2016, at 20, 
23 (2016). See also footnote 5.
⁵ Jardine Logan & O’Brien PLLP, Cell Phones and Motor Vehicle 
Accidents, JLO newsletter, Winter 2017. (See online version  
for updates.)
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When a valid request for data is made, 
the government entity has an obliga-
tion to provide access to that data, 
regardless of whether it is stored on the 
entity’s computer system or its official’s 
personal e-mail account. Failure to pro-
vide access to government data when 
legally required could be a violation of 
the Data Practices Act.

Likewise, any litigation holds or litiga-
tion discovery requests would apply to 
all e-mails involving a certain matter 
regardless if it is stored on a personal 
computer/e-mail or government com-
puter/system. A litigation hold is a writ-
ten notice to employees, officials and 
other individuals instructing them to 
retain and not destroy any documents, 
data and other information related to 
an issue. A discovery request permits 
a party in a lawsuit to demand that 
another party produce or permit inspec-
tion of documents or tangible items in 
its possession, custody and control. This 
could include a personal computer or 
e-mail account.

Under the Official Records Act (Minn. 
Stat. § 15.17) and the Records Manage-
ment Act (Minn. Stat. § 138.17), govern-
ment entities and officials must make 
and preserve all records necessary to 
a full and accurate knowledge of their 
official activities. A government entity 
can only destroy official records pursu-
ant to the timelines found in the entity’s 
approved records retention schedule. 

Under these Acts, a board member 
using a private e-mail account has an 
obligation to retain and transfer any 
e-mail messages and attachments that 
are official records to the government 
entity for storage and retention. Board 
members should work with the county’s 
responsible authority or data practices 
compliance official to understand the 
types of e-mails that may be considered 
an official record.  

Data retention and retrieval can be more 
challenging when there is government 
and personal data commingled in one 
e-mail account. This can make it more 
difficult for the government entity to re-

Risks of Using Personal E-Mail for Government Business ... continued from page 1

spond to a Data Practices Act or discov-
ery request, or to secure data for records 
retention or a litigation hold.  It can also 
be more inconvenient and cumbersome 
for the owner(s) of the account.

Board members using personal e-mail 
accounts should be aware that they may 
need to give government entity staff, 
its attorneys and/or the courts access 
to the official data in that account, and 
possibly the account itself under certain 
circumstances, such as a litigation 
hold or discovery request. This can be 
particularly challenging if the personal 
e-mail account is used for more than 
just official government business.

Data Privacy and Security
Board members using personal e-mail 
addresses should be aware and take 
affirmative action to ensure the privacy 
and security of the government data, 
particularly if receiving private data (such 
as personnel data) or attorney-client 
privileged communications. This may in-
clude confirming that the e-mail service 
provider has appropriate safeguards in 
place to avert security breaches. 

Board members should also ensure no 
one has access to their e-mail accounts. 
Sharing an e-mail account with a spouse 
or another individual may raise ques-
tions about whether that individual can 
access data that he or she has no legal 
right to view or whether attorney-client 
privilege has been waived.

As a best practice, accounts should also 
have strong passwords and follow the 
government entity’s policies and prac-
tices for data security.

Outside Employer’s E-mail
Using an outside employer’s e-mail 
account for government business may 
be similarly problematic.4 Many busi-
nesses have policies or work under the 
presumption that all data housed in 
their accounts or servers can be viewed 
or accessed by management. There 
could be a violation of the MGDPA if the 
outside employer views private govern-
ment data, even if it is on the employer’s 
e-mail server.

If a personal or outside employer’s 
e-mail account is hacked or otherwise 
viewed by someone who should not 
have access to the government data, the 
board member or official should imme-
diately notify the government entity’s 
administrative staff, legal counsel and 
information technology department. 
The government entity may need to 
investigate and take appropriate mea-
sures if a violation of the Data Practices 
Act or a data breach has occurred.

Board members who use their outside 
employer’s e-mail address for govern-
ment business should be prepared to in-
struct their employer to suspend routine 
business operations, such as automatic 
e-mail deletion, or to provide access to 
the employer’s e-mail account if there 
is a government entity litigation hold or 
records request. If an outside employer 
would be unwilling to do this, the board 
member should strongly consider using 
a government entity or personal e-mail 
account for government business.

Policy Decision
As noted earlier, the decision of whether 
to use government entity, personal or 
outside employer e-mail accounts for of-
ficial government business is ultimately 
a policy decision for the governing 
body. MCIT recommends discussing the 
topic thoroughly with legal counsel. 
Ultimately, some board members may 
prefer to have a government entity e-
mail address because it is easier to keep 
official government business separate 
from personal correspondence in the 
event that there is a data practices 
request or litigation. 

More information about the use of per-
sonally owned technology for govern-
ment business can be found in the MCIT 
Resource “Employee-owned Technology 
in the Workplace,” at MCIT.org.

1 Bill Ruthhart, Hal Dardick and Jeff Coen, Emanuel Admits 
Using Personal Email for Public Business as City Settles Open 
Records Lawsuit, Chicago Tribune, Dec. 22, 2016
2 James Doubek, Mike Pence Used AOL Email for State Business 
as Indiana's Governor, National Public Radio, March 3, 2017

3 City of San Jose v. Superior Court, 2 Cal. 5th 608, 389 P.3d 848 
(2017)
4 “Outside employer” refers to another organization with which 
the public official is employed.
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Toolbox Talks: Not Just for Construction Crews
It’s time for departments across a mem-
ber’s organization to take a cue from 
the construction crew. Public works and 
facility operations have long employed 
the toolbox talk to provide targeted 
safety training to their employees. This 
concept is ripe for application to other 
departments.

Toolbox talks, also known as tailgate 
talks, come from the act of gather-
ing around a work site toolbox or at 
a pickup’s tailgate for the safety talk.  
These discussions are typically short and 
focus on safety issues relevant to the 
day’s activity or a specific hazard. 

Toolbox talks are an effective way to 
promote safety awareness, regardless 
of the type of work in which a staff is 
engaged. They encourage employees 
to think about safety rules and facilitate 
discussions about health and safety 
in the workplace. Regular use of these 
brief talks encourages communica-
tion, which is vital to creating a positive 
safety culture. 

Simple to Start, Easy to Maintain
Implementing toolbox talks is simple. 
For a coming staff meeting, the leader 
could choose a health or safety topic 
relevant to the employees to discuss. 

For example, a public health toolbox talk 
could help increase awareness about 
needle stick safety, proper use of per-
sonal protective equipment or dog bite 
prevention. The treasurer’s office could 
discuss keeping power cords out of 
the way under desks and around office 
equipment to prevent tripping hazards, 
or reinforce the use of step stools in-
stead of chairs to reach overhead items.

These safety talks may be delivered in 
a number of ways, including using a 
prewritten script, showing a video or by 
demonstrating hands-on techniques. 
They should take place in an area free of 
distractions and always include time for 
employee feedback and group discussion. 

Finding material for short safety talks is 
easy. Often, individuals can find scripted 

toolbox talks on a variety of topics 
through various credible Internet sites 
for no charge. 

In addition, MCIT has a number of 
resources that can be used for these 
discussions. Under the Safety tab on the 
MCIT website (MCIT.org), the Step Wisely 
slip, trip and fall prevention program 
has Quick Take scripts that were devel-
oped just for this type of training. Also, 
segments from several of the hand-
books and other resources can be lifted 
for safety talks. 

Like any other employee training, 
toolbox talks should be recorded with 
the topic, date, name of instructor and 
attendance. These records should be re-
tained along with other training records 
in accordance with retention schedules.

Small Investment, Big Rewards
Incorporating regular toolbox talks 
takes a small amount of time and effort 
but can reap great benefit to the overall 
health and safety of all employees.




