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Multifactor Authentication 
Improves Cyber-security
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Nationwide from 2016-2020, the average 
cost of a cyber-claim for small to medium 
enterprises was $145,000, but some 
claims were more than $100 million.* 
MCIT members can take steps to reduce 
their exposure by adopting cyber-security 
best practices.

Setting up multifactor authentication on 
important applications, access to sensitive 
data and on issuing payments can drasti-
cally improve security and decrease the 
likelihood of the most frequent types of 
claims: account takeovers, system access 
and misdirected payment fraud.

Multifactor authentication (MFA) consists of 
using more than one process to verify 

that the end user is authorized 

to access the system. For example, many 
online banking applications require a user 
name and password. As a second step, an-
swers to preselected questions or entry of 
a code sent via text or phone are required 
ultimately to access the bank account. 
Cyber-insurance carriers are increasingly 
requiring their insureds to utilize MFA.

Employ Multifactor Authentication  
for Account Access
For government and business entities, 
securing an account and ensuring that 
only authorized users are allowed to access 
systems and data by employing multifactor 
authentication will greatly improve secu-

MCIT Presents 
Cyber-risk Action 
Items for Counties 
at MACA Event 
July 28
Local governments, as well 
as public entities in general, 
are increasingly the target of 
cyber-attacks. These attacks 
often result in data compro-
mises, data breaches and finan-
cial loss, as well as reputational 
harm to the organization and 
its departments. 

To help counties better 
understand the nature and 
extent of the risks presented, 
Kevin Balfanz, MCIT director of 
field services, and Eric Ner-
ness, MCIT director of claims, 
are presenting “What Leaders 
Need to Know and Do to Man-
age Cyber-risk” at the Min-
nesota Association of County 
Administrators Technical Day 
meeting July 28 at The Inn on 
Lake Superior in Duluth. 

continued on page 2
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Verification to change a vendor’s payment details should involve multiple contacts with the vendor seek-
ing the change and should not be via the method used to make the request. If the change request were 
made by e-mail, an employee should contact the vendor by a verified phone number, for example.
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rity against the types of incidents that 
cause the most frequent cyber claims.

Setting up two-step verification first 
requires that the system administrator 
on the site—such as the information 
security team, cloud storage providers 
or other service that holds the user’s 
personally identifying or confidential 
information—has enabled the organiza-
tion to do so. Once the administrator 
has enabled two-step verification, user 
accounts can be set up.

Technical Solutions for 
Government Operations
For public entities, there are both techni-
cal solutions and administrative controls 
they can implement organizationally to 
help prevent access to their systems and 
protect sensitive information. 

Before implementing a technical MFA 
solution, it is important to identify the 
data an organization needs to protect. 
That is usually personally identifying in-
formation, personal health information 
and other nonpublic information (refer 
to the Minnesota Government Data 
Practices Act and other laws for help 
determining what should be protected). 
Deploying MFA on that data can greatly 
reduce the potential for a data breach, 
as it is unlikely that a bad actor could ac-
quire both the first and second methods 
of authentication to gain access.

The technical solution an organization 
chooses depends on its computing 
environment and how data is stored. For 
example, deploying MFA on remote ac-
cess is an option but only one hurdle in a 
hacker’s quest for an organization’s data. 

Adding MFA to databases or internal 
software that accesses data the member 
needs to protect provides an additional 
protection. If there is MFA available 
within the application, service or soft-

ware, a simple Internet or search of the 
help menu should provide all the infor-
mation one needs to implement MFA.

Administrative Multifactor 
Authentication for 
Making Payments
Misdirected payment fraud occurs when 
victims are actively deceived into trans-
ferring money to fraudulent destina-
tions (address or account). For example, 
the organization may receive an e-mail 
from a scammer that 
mimics a legitimate 
vendor and asks 
that payments be 
made to a new ac-
count number. 

To ensure that the organization’s pay-
ments go to the right place, one way 
to avoid misdirected payment fraud is 
for staff to verify requests by vendors 
to change the point of contact, mailing 
address or their direct deposit or wiring 
instructions.

Verification should involve multiple con-
tacts with the vendor seeking to change 
the information and should not be via 
the method the supposed vendor used 
to make the request. For instance, if the 
change request were made by e-mail, 
an employee should contact the ac-
count owner or primary point of contact 
by phone, through the original contact 
e-mail address provided or U.S. mail to 
confirm the request, because the e-mail 
could have come from a bad actor.

Similarly, if the change request comes 
by phone, the employee should confirm 
it by calling the point of contact at the 
number listed on the account informa-
tion already on file with the member or 
confirm by U.S. mail. 

Note that some organizations, even 
when they have employed multiple lev-

els of identity verification have still been 
deceived by sophisticated bad actors. 
However, the stronger an organization’s 
defenses, the less likely it will be that 
the organization will become a victim of 
misdirected payment fraud.

An additional way to avoid misdirected 
payment fraud is to have staff verify all 
payment and purchase requests above 
an established level with the person 
or department requesting payment. 
For instance, many organizations set a 
threshold of $1,000 to $5,000.

Some misdirected 
payment fraud 
schemes rely on the 
fact that employees 
will do just about 
anything a senior 
employee or manag-

er asks them to do. So, when an employ-
ee receives an e-mail that looks like it 
came from his or her manager directing 
the individual to change payment de-
tails on an invoice, the employee often 
follows through without questioning. 

However, if employees are trained that 
before they make a payment or pur-
chase above a certain level, or change 
a vendor’s payment details, they are 
required to confirm by phone or face 
to face with the unit or person making 
the request, fraudulent or misdirected 
payments and purchases can be re-
duced dramatically.

Take Action
Multifactor authentication deployed in 
various ways across the organization 
can help prevent account takeovers, 
data breaches and misdirected payment 
fraud. Leaders across the organization 
should work together to identify areas 
of weakness in cyber-security measures 
and protocols and develop solutions, 
which may include MFA. 

*Source: NetDilligence® Cyber Claims Study 2021 Report

Multifactor Authentication Improves Cyber-security ... continued from page 1

The Cyber-security Self-
assessment (MCIT.org/data-
security/) helps members identify 
areas that could be strengthened.
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MCIT Presents Cyber-risk Action Items for Counties ... continued from page 1

Contractors equipment is heavy, often motorized equipment 
used for public works or highway projects. Most contractors 
equipment is self-propelled but is not road licensed. Road 
graders, loaders and skid steer tractors are in this category 
for example. 

This type of equipment may work on roads but for purposes 
of physical damage coverage is not included on the vehicle 
coverage schedule. Rather, it belongs on the inland marine 
schedule under contractors equipment. Inland marine cover-
age responds to damage to equipment that is mobile, and 
coverage follows the machinery wherever it goes.

Primarily operated and stored outside, contractors equipment 
physically depreciates and decreases in value over time. There-
fore, it is covered on an actual cash value (ACV) basis, which is 
the item’s replacement cost less a deduction for age and physi-
cal depreciation. ACV is similar to current market value.

MCIT recommends that members periodically review items on 
their contractors equipment schedule and adjust values based 
on the equipment’s age and condition. There is no benefit to 
overvaluing this equipment. Any claim payment for physical 
damage is based on the ACV of the item, not its replacement 
cost at the time of the loss. 

Members are reminded to schedule equipment at acquisition 
to ensure they have coverage right away. The newly acquired 
equipment coverage extension is limited to 30 days with the 
equipment value based on the lesser of its ACV or 30 percent 
of the member’s aggregate contractors equipment schedule.

Note: Contractors equipment is covered for liability arising out 
of its use whether scheduled or not. This coverage is auto-
matic; general liability coverage goes where members’ busi-
ness happens.

MCIT FUNDAMENTALS

How Best to Cover Contractors Equipment

Members can contact their MCIT risk management consultant 
toll-free at 1.866.547.6516 to address questions about con-
tractors equipment and actual cash value.

Determining Value of  
Contractors Equipment
Local equipment dealers and websites (such as  
MachineryTrader.com, RockandDirt.com and Highway-
Equipment.com) can help determine actual cash value 
for contractors equipment. Caution: When reviewing 
websites, members should pay attention to the listed 
item’s age and condition as compared to the member’s 
equipment, as these are two primary considerations in 
establishing an accurate actual cash value.

Member Preparedness Is Key
In this session, attendees will learn 
their responsibilities for managing 
data security and cyber-risk. The 
workshop reviews the importance 
of establishing a cyber-incident 
preparedness plan, including having 
contracts in place with key recovery 
partners (e.g., data breach investiga-
tors and forensic experts), business 
continuity plans and data recovery 
plans. The session also highlights the 
role everyone within the organization 
has in these plans. 

Attendees also hear about incidents 
that have recently occurred in counties, 
the types of vulnerabilities that were 
exploited, the speed at which these 
attacks occur and the types of data that 
can be stolen and/or compromised. 

MCIT discusses the tools and capabilities 
available to assist in claims, and some of 
the darker uses of data that can be sto-
len, particularly as it relates to children 
and vulnerable populations. 

Finally, the session addresses key MCIT 
points of current coverage and the 
member’s responsibilities to ensure that 

it applies after an incident. In addition 
MCIT’s educational resources, includ-
ing “Essentials of Data Security for 
Public Entities” and a “Cyber-security 
Self-assessment” are shared.

Plan to Attend
MCIT encourages all county adminis-
trators and coordinators to attend the 
MACA Technical Day and to partici-
pate in the cyber-risk session. Cyber 
threats and attacks continue to grow 
and evolve. Counties, and all mem-
bers, need to be prepared for them. 
Visit MACA-MN.org for details and to 
register for the event.
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Election season is upon us, and Ameri-
cans across the country will be honoring 
the tradition of avoiding political discus-
sions with certain family members. For 
public employers, officials and employ-
ees, however, politics in the workplace 
are sometimes unavoidable. Public 
employers face additional challenges 
when employees become candidates or 
support specific candidates.

Although private employers may fire 
employees for certain speech (examples 
and critiques of the practice abound), 
public employers cannot so easily. Public 
employers must ensure that their actions 
do not infringe on their employees’ First 
Amendment rights, including rights of 
association and speech.

Public employees have constitutional 
rights to engage in information sharing, 
questioning, providing answers and to 
associate with one candidate.1 That right, 
however, is not without limitations.

Rather, that right is balanced against 
the interests of the public and the 
public employer in the fair, impartial, 
effective and efficient provision of 
services, particularly in the law enforce-

Balancing Free Speech in the 
Workplace During Election Years
By Jessica E. Schwie and Josh Devaney, Attorneys, Kennedy & 
Graven, Chartered

ment context. As a result, public em-
ployers must utilize a balancing test to 
determine whether particular political 
activity by a public employee may be 
discouraged by the employer through 
policy or discipline.2

Determining Conduct
When setting policy and giving guid-
ance, the first question to be addressed 
is whether the activity at issue is “speech.” 
This seemingly simple question has be-
come increasingly more complex as social 
media plays a larger role in Americans’ 
daily lives. 

In Bland v. Roberts, a deputy who “liked” 
the page of an unsuccessful candidate 
for sheriff was terminated after the elec-
tion.3 The court ruled that liking a page 
was speech because it conveyed support 
or appreciation. 

This ruling makes it clear that speech in- 
cludes a broad category of conduct. As 
a result, social media, text messages and 
e-mails (including emojis, “liking”, etc.) 
may be protected speech along with 
traditional leafletting, posters, stump 
speeches and signs.

The next question to be addressed is 
where did the speech occur, i.e., the time, 
place and manner of the speech.4 As a 
general rule, employee speech may be lim-
ited during business hours, but employees 
retain the right to discuss matters of public 
concern during business hours so long as 
it does not interfere with the performance 
of duties by themselves and others and 
does not run afoul of the restrictions in 
Minnesota Statutes, Chapter 211 B.5 

For example, employees may question 
policies that are a matter of general 
political, social or other concern to the 
community, such as whether the sheriff’s 
office should purchase and use body 
cameras during a meeting to discuss the 
same. However, employees may be sub-
ject to discipline if they prepare and circu-
late a survey about purchasing and using 
body cams after meetings and studies 
have already been conducted instead of 
completing assigned tasks.6 

Outside of work, employees can speak 
about most topics to the same extent as 
private citizens, but they cannot behave 
in a way that breaches the public’s trust 
in the individual’s ability to perform fair, 
impartial, effective and efficient services 

Dos and Don’ts of 
Election-year Speech
During election season, public employ-
ers should keep the following in mind.

Do:
	� Discuss with human resources, administration 

and/or the county attorney’s office policies 
that address conduct on social media and 
political activity.
	� Schedule training or discussions to address 

these issues openly. Although some may 
want to speak, others may desire to discuss 
their right not to hear others’ views. Open 
discussions may help those in the workplace 
find the right balance about how much is too 
much political activity in the workplace.
	� Allow employees to participate in the election 

season as private citizens, but enforce rules 
that are aimed at ensuring that employees 
are effectively and efficiently performing 
their assigned duties.

Along with traditional leafletting, posters, stump speeches and signs; social media, text messages and 
e-mails (including emojis, “liking”, etc.) may be employees’ protected political speech.
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while at work.7 This is particularly true for 
persons charged with saving lives and 
upholding the law.

Those in the sheriff’s office and the 
county attorney’s office are held to a 
higher standard at all times. Unbecom-
ing speech that breaches the public trust 
is typically held to relate to the person’s 
ability to perform his or her duties; it is 
thus not private speech, and may serve as 
a basis for disciplinary action no matter 
when it occurs.8 

Finally, in light of election season, com-
ments by opponents concerning daily 
operations and plans are fair game, as 
long as the commentary is within the 
bounds of typical campaign activities and 
is not damaging to and disruptive of the 
discipline and harmony of the office. 

A true edge case can be found in 
Morgan v. Robinson, where a deputy 
running against an incumbent sheriff 
criticized morale in the office and other 
issues, both in newspaper publications 
and during door knocking.9 After the 
sheriff was re-elected, he terminated 
the deputy, citing the comments on the 
campaign trail. 

Don’t:
	� Fire, demote, transfer or take any other ad-

verse action against an employee simply be-
cause the individual ran for office. Although 
people may hold different philosophical 
approaches, unsuccessful candidates should 
be able to continue to perform their assigned 
duties effectively. 
	� Fire, demote, transfer or take any adverse 

actions against an employee because  
the individual supported another candi-
date. Differences should be put aside to 
ensure the continuation of quality govern-
mental services.

Initially, a panel of the court found the 
termination was unlawful. On rehearing 
en banc, the court found in favor of the 
sheriff, stating that prior case law did not 
clearly establish that his actions violated 
constitutional rights. However, the court 
was extremely divided in arriving at its 
decision, indicating that this is all of the 
slack the court is willing to give. 

The key factors of the case weighing 
against the sheriff were that: 1) all of the 
speech occurred during accepted cam-
paign forums; and 2) the content of the 
statements demonstrated their impor-
tance to the community. 

However, in carving out a slight excep-
tion only where it comes to policing, the 
court relied on substantial evidence that 
the sheriff reasonably believed that the 
speech disrupted office discipline and 
harmony and “was detrimental to the 
close working relationships and personal 
loyalties necessary for an effective and 
trusted local policing operation.” 

On the other hand, false statements 
on the campaign trail and engaging in 
mudslinging that causes disruption in the 
office are actionable.10 

Seek Advice Before Acting
Before taking any action, public employ-
ers should discuss the situation with 
human resources, the county attorney or 
labor counsel.

1 Pickering v. Board of Educ., 391 U.S. 563, 573 (1968).
2  This article does not address the right of a public employer to 

place an employee running for office on leave per Martin v. 
Itasca County, 448 N.W.2d 368 (Minn. 1989) or the restrictions 
on government employees and officials in Minn. Stat. Ch. 
211 B.

3  Id, 730 F.3d 368, 385 (4th Cir. 2013), as amended (Sept. 23, 
2013).

4 Connick v. Myers, 461 U.S. 138, 146 (1983).
5 Garcetti v. Ceballos, 547 U.S. 410, 421 (2006).
6  See e.g. Connick, 416U.S. at 148; Eng v. Cooley, 552 F.3d 1062, 

1071 (9th Cir. 2009).
7  Buker v. Howard Cty., Md., 138 S. Ct. 171, 199 L. Ed. 2d 42 

(2017)(ignoring whether Facebook posts were conducted 
on-duty and instead focusing on their content).

8  See e.g. Hemminghaus v. Missouri, 456 F.3d 1100 (8th Cir. 
2014).

9 Id., 920 F.3d 521 (8th Cir. 2019).
10  See Nord v. Walsh Cty., 757 F.3d 734, 737-38 (8th Cir. 2014)

(upholding termination of deputy-challenger who falsely 
stated during the campaign that the sheriff was in poor 
health and should not be running for office).

Avoid Injury 
When Moving 
Voting Equipment
As counties 
prepare for the 
primary and 
general elec-
tions this year, 
they should 
consider 
implementing 
best practices for voting equipment 
so as to limit or avoid injuries.  Voting 
equipment is often large, heavy and 
awkward to handle and often results 
in workers’ compensation claims re-
lated to strains caused by lifting and 
storing this equipment. 

Safety best practices for voting 
equipment fall into the categories 
of training, lifting and transporting, 
and storage.

Training
	� Employees should be made aware of the 

procedures for storing and moving voting 
equipment.
	� Proper lifting techniques should be 

reviewed. 

Lifting and Transporting
	� Proper lifting techniques should be used 

when handling voting equipment. Em-
ployees should enlist another’s help when 
lifting any heavy or cumbersome item.
	� Avoid carrying heavy equipment whenever 

possible. Use a suitable cart or portable 
rack to move equipment and push rather 
than pull the cart. 
	� Careful attention is important when 

moving voting equipment into and out 
of vehicles. This often involves awkward 
twisting and bending when lifting and 
greatly increases the risk of injury. If county 
employees are tasked with loading and 
unloading equipment, it is important to 
remember proper lifting techniques.
	� Tip: One MCIT member county uses transit 

continued on page 6
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busses with wheelchair lifts to transport voting equipment. Use of the 
bus’s cart and lift greatly reduces the risk of injury.
	� Members may want to consider transferring the risk of loading and 

transporting equipment to other authorized municipalities responsible 
for elections. 

Storage
	� Avoid storing equipment above shoulder height. Rather store it at a 

height between the knees and shoulders. 

	� Maintain clearance so employees do not need to twist when moving 
or lifting equipment. There should be room to face the equipment 
squarely, back up and turn without impediment. 
	� If possible, store equipment on portable racks with wheels. This allows 

movement of the voting equipment and avoids the hazard of carrying. 

For more information about safe storage and lifting of vot-
ing equipment, members should contact their MCIT loss 
control consultant toll-free at 1.866.547.6516.

Avoid Injury When Moving Voting Equipment ... continued from page 5

Four new designs are available to pro-
mote the Employee Assistance Program. 
The no-cost items include wall posters 
and digital images that highlight how 
the service can support employees and 
their families. 

Benefits Employees, Employers
The EAP is an important risk 
management tool that provides 
voluntary, confidential, no-cost 
counseling to employees, officials 
and their dependents for support 
of personal issues that may affect 
performance at work. 

MCIT members are encouraged to 
promote the EAP to employees and 
officials throughout the year, as the 
service provides real benefits for 
both employees and employers: 

	� 91 percent of EAP users report that as a 
direct result of the services they received, 
they were able to do better at work.
	� 89 percent of users feel better able to 

deal with their situations as a result of 
EAP services.
	� 30 people report that the EAP gave them 

an alternative to filing a grievance or lawsuit 
over the past five years.

Achieve Maximum Awareness 
with Ongoing Promotion
Awareness of the EAP builds as employ-
ers frequently provide information to 

New Materials 
Promote Employee 
Assistance 
Program

employees. For maximum effective-
ness, members should use multiple 
formats and put the message in front of 
employees every few weeks or months 
so they remember the program when 
they need it. 

Wall posters, digital images and videos 
highlight key features of the EAP. The 
items are designed to inspire and 
encourage use of the service when 
appropriate, while emphasizing that it 
is easy to use, confidential, voluntary 
and effective.

Ideas for marketing the EAP:

	� Hang posters in areas employees frequent, 
such as break rooms, work rooms and near 
water fountains.
	� Rotate posting digital images on the intranet 

home page and create an EAP section on 
the intranet.
	� Send digital images to staff in e-mails and 

include links to the EAP area of the intranet.

	� Watch an EAP video during a team meeting 
and answer staff questions about the program.
	� Use the digital images as EAP ads in the 

employee newsletter throughout the year.
	� Distribute the Coaching for Supervisors flier 

to team leaders as a reminder that they have 
support for their managerial challenges.

The “Employee Assistance Program 
Employer Promotion Guide” (available at 
MCIT.org/employee-assistance-program/) 
offers more information about the EAP 
and ideas on how to promote it.

Learn More and Download 
Materials Now
Details about Employee Assistance 
Program services and links to 
promotional materials are available 
at MCIT.org/employee-assistance-
program. In addition to posters and 
digital images, MCIT provides:

	� Video series covering what the Employee 
Assistance Program is, who can use the 
program, how the EAP works, how the 
EAP supports supervisors/managers, and 
that the service is for law enforcement
	� Informational brochures for employees, 

supervisors/managers, commissioners/
elected leaders and law enforcement
	� Wallet cards that include the EAP con-

tact number and services available
	� Flier about coaching services available 

for supervisors/managers

Members with questions about the pro-
gram should contact MCIT Deputy Di-
rector Steve Nelson at 1.866.547.6516, 
ext. 6411 or snelson@mcit.org. 

Requests for counseling services should be 
directed to the EAP at 1.800.550.6248.

New EAP materials offer four messages (two shown) to get the 
word out about the program to employees and officials.
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An informal referral to the Employee 
Assistance Program is as simple as it 
sounds. It is really just a conversation 
with the employee, letting the indi-
vidual know that the manager/supervi-
sor is concerned about him or her and 
reminding the employee about how the 
EAP may be able to help.

Why are supervisors best positioned to 
suggest voluntary use of the Employee 
Assistance Program?

	� Awareness: Often the supervisor is the first to 
know when something of a personal nature 
is affecting an employee. Supervisors know 
the employee’s leave records, work habits, job 
conduct, appearance and potentially about his 
or her personal situation.
	� Influence: Supervisors are well-positioned to 

encourage their employees to do something 
about a problem. A person who may not listen 
to family and friends will frequently make 
changes when the workplace intervenes.

Tips for a Successful Referral
1. Emphasize confidentiality: The supervisor 

should make sure that the employee knows 
that no one at the workplace is informed about 
the individual’s use of the Employee Assistance 
Program. The supervisor is simply reminding 
the employee that this resource is available.

2. The supervisor should continue to observe and 
document signs of improvement or deteriora-
tion of the employee’s performance whether 
or not the employee decides to use the EAP.

3. If the supervisor observes a continuation of 
the problematic behavior or performance, 
he or she should have a follow-up conversa-
tion with the employee. This is a good time 
to consider whether formal performance or 
disciplinary steps should be taken. 

Self-referrals are voluntary. They occur 
when employees, elected officials or 

Suggested 
(Informal) 
Referrals to EAP
SIMPLEST TOOL IN YOUR 
LEADERSHIP TOOLKIT
Provided by AllOne Health

their dependents contact the EAP on 
their own initiative. In this situation, the 
EAP does not provide any specific or 
identifying information about the client 
to the supervisor or employer.

Self-referrals are important to a suc-
cessful program because they allow the 
employee to address personal problems 
and prevent them from becoming big-
ger issues that affect the workplace.

Through the EAP, MCIT member em-
ployees, officials and their dependents 
are provided with six counseling 
sessions per identified issue at no 
cost. Counselors are 
conveniently available 
across the state for in 
person, telephone and 
video sessions.

Unlimited 
Supervisor 
Coaching Available
The Employee Assistance 
Program provides un-
limited telephone con-
sultation for supervisors 
to help them navigate 
management challenges. 
Coaching conversations 
aim to find the best ways 
to respond to employ-
ees and handle difficult 
workplace situations. The 
supervisor consultation 
sessions are confidential 
in accordance with state 
and federal laws.

Common areas that supervisor coaching 
address are:

	� Employee behavior
	� Job performance concerns
	� Strategies to recommend the EAP 

to employees
	� Team dynamics, including interperson-

al conflicts
	� Critical incident or grief-related concerns in 

the workplace
	� Dealing with change and transition within 

work teams
	� Other challenges related to being a supervisor

Department heads, managers and 
supervisors can connect with a qualified 
professional counselor for consultation 
for management-related issues any time 
at 1.800.500.6248. Supervisors can call 
as often as they need for support.

Learn More
Members can learn more about the 
EAP and supervisor coaching available 
through it at MCIT.org/employee- 
assistance-program/, as well as down-
load brochures, fliers and other EAP 
promotional materials.

Portions of this article copyright 2022 AllOne Health. 
Reprinted with permission.

Use of EAP Should Be Voluntary
Requiring employees with unsatisfactory perfor-
mance to contact the Employee Assistance Program 
as part of a performance improvement plan goes 
against the voluntary intent and scope of service 
provided under the program. It also falls outside of 
MCIT’s contract with Sand Creek.

To receive optimal benefit from the EAP, there 
must be a level of trust between the qualified EAP 
counselor and the employee. Success requires a 
collaborative effort. Employees who are forced 
to contact the EAP as a requirement of a perfor-
mance improvement plan may be resentful and 
uncooperative with the EAP counselor. As a result, 
the employee may receive little to no benefit from 
the service and may be reluctant to reach out for 
needed assistance in the future.  

Instead of making the EAP mandatory, MCIT recom-
mends that the service be presented to the em-
ployee as an optional resource to help the individual 
meet performance expectations.  
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The new Type Like a T-rex campaign de-
veloped by MCIT highlights three easy 
steps that employees can follow to posi-
tion themselves correctly while using a 
computer. When an employee’s worksta-
tion is arranged properly, individuals 
are more comfortable, less likely to be 
injured and are more productive. 

No-cost Materials
Type Like a T-rex materials are provided 
at no cost to MCIT members as part of 
the Work Wisely program and include: 

	� Fun video: Embed on the organization’s 
intranet, provide a link to staff or play it during 
a team meeting
	� Wall poster: Hang near computer worksta-

tions and in high-traffic areas
	� Popup handout: Pass out at team meetings or 

place at workstations to greet staff when they 
arrive for the day
	� Jpeg image: Use in a variety of ways, such as 

in an e-mail to staff, on your organization’s 
intranet, in the employee newsletter, etc.

Don’t Be Dino-SORE: Type Like a T-rex

Members should consider introducing 
the concept during a staff meeting by 
playing the short video and distribut-
ing the popup handout. Follow up with 
e-mails and postings to the intranet and 
hanging posters around the office. 

These materials can be used in conjunc-
tion with the “Your Guide: A Comfort-
able Workstation” pamphlet. It provides 
further ways to set up a computer work 
area for optimal comfort.

Get Materials Now
	� Visit MCIT.org/Work-Wisely/ to access all 

materials. 
	� Contact MCIT at info@mcit.org to request 

printed popup handouts. 

Members can connect with their 
MCIT loss control consultant for more 
ergonomics information or ways to 
support a positive safety culture at 
1.866.547.6516.
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