
Seminar 
Details
• March 30, 2023

•  In-person
attendance at MCIT
Building:
100 Empire Dr., 
St. Paul, 55103

•  Online attendance: 
Through
GoToWebinar

•  Check-in: 8:30-9 a.m.  
Training: 9 a.m.-
3:30 p.m.

•  Recommended
audience: County
attorneys and county
administrators or
coordinators

•  CLE credits will be
applied for

•   Event questions 
(content, special
accommodations): 
Direct to MCIT
Communications
Manager Heather
Larson-Blakestad at
1.866.547.6516, 
ext. 6430 or
hblakestad@
mcit.org

Data breaches are in the news almost daily and increasingly affect 
local government entities. Whether caused by phishing, malicious 
software (malware) or human error, data breaches can create a 
panic and headaches for any entity. “Data Breaches: A Primer for 
County Attorneys” focuses on identifying the risk of breaches,the 
necessary steps to take after a breach occurs specifically for county 
attorneys and the players involved after an incident.

Sessions 
Basics of a Data Security Breach
Presented by Ann Goering, Attorney, Ratwik, Roszak 
& Maloney P.A.
This session reviews data breaches and their im-
pact on county operations, including those working 
with other entities and sharing data. When counties 
partner with third parties on ventures that involve 
data, this session identifies areas that county 
attorneys should examine and ways to ensure the 
security of that data.

Ransomware and Cyber-extortion: 
Evolving Threats to Counties
Presented by Jeff Birnbach, Partner & Managing 
Director, Sylint Cyber Security, Forensics and  
eDiscovery
Computer forensics are key in diagnosing cyber- 
incidents. This session reviews vulnerabilities and 
how to protect against them. Key areas of discus-
sion include: 
• Incident response best practices
• Importance of forensic artifacts
•  Coordination with law enforcement, such as with

misdirected payment fraud
• Data recovery
• State and federal reporting obligations

Participants leave the session with a thorough un-
derstanding of cyber-forensics, vulnerabilities and 
protections, and potential effects on counties.

BEC v. Ransomware: The Prosecution 
Never Rests
Presented by Antonio Rucci, Independent Cyber- 
security Consultant
Attendees learn about the current threat landscape 
and how cyber-crime is trending and evolving. Var-
ious types of business email compromise is dis-
cussed. The goal is for the audience to think about 

how they would react if/when they find themselves 
addressing similar events. 

Live Dark Web Demonstration
This dark web demonstration shows some of the  
active dark markets that sell various criminal ser-
vices in the underground. Attendees learn where 
their stolen critical data lands when it is leaked 
by ransomware gangs to sell, trade, auction or 
dump the sensitive data for the world to see and 
download.

Breach Coach:  
Working with Outside Counsel
Presented by Matthew Meade, Member and Chair, 
Data Privacy & Security Practice Group, Eckert 
Seamans, Attorneys at Law
As data breaches have become increasingly 
complex, a breach coach is often retained to assist 
with assessing legal responsibilities. Attendees 
work through a series of hypothetical data security 
incidents and their twists and turns. In this practical 
and interactive session, participants:
•  Receive tips for increasing organizational

awareness about cyber-security risks
•  Examine challenges of managing cyber- 

security risks
•  Learn best practices to create a culture of

cyber-awareness

Cyber Coverage Through MCIT
Presented by Eric Nerness, MCIT Director of Claims
This session provides a brief overview of the scope 
of cyber-coverage provided to MCIT member en-
tities, including what constitutes a breach and how 
a claim is handled.

Additional Discussion
Attendees have the opportunity to ask the present-
ers additional questions.

How to Register
RESERVE YOUR IN-PERSON SEAT FOR THIS SEMINAR:

•  Complete the online registration form at MCIT.org/event/
data-breaches-primer/ for attending in-person (appears at
the bottom of the event listing)

RESERVE YOUR ONLINE SPOT FOR THIS SEMINAR:
• Visit MCIT.org/event/data-breaches-primer/
•  Click the link to access the registration form to attend

virtually

QUESTIONS ABOUT REGISTRATION: 
• 1.866.547.6516 or registration@mcit.org

In-person Registration
•  $65 per person* includes lunch and materials
•  Attendees will be invoiced for the registration fee. Send

payment once you receive the invoice.

Online Registration
• $35 per person
• All registration fees for online attendance must be made by

credit card at the time of registration
•  Follow payment prompts provided through the online

registration process
•  No checks will be accpeted for payment of online

attendance registrations*Cancellation Policy: Individuals registered for in-person attendance will not be billed for cancellations received at 
least one week prior to the first session (by March 23, 2023). Cancellations received after this deadline will be billed 
for the entire registration fee.
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