
 

 

 

 

 

 

 

 
Identify as many warning signs that the below e-mail is actually a phishing attack, rather than a 
legitimate message. 
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This document is intended for general purposes only and should not be construed as legal or coverage advice on any specific matter. 
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Sample Phishing Attack Answer Key 
Seven warning signs point to this message being a phishing scam. 

 
 

2. Generic subject line 

3. Not sent to a specific person 
4. Too good to be true 

 

7. Vague sender 
 

6. “Secure mail” not spelled out 

5. Hovering over link 
reveals it takes you to 
a different location. 

1. Sender name and e-mail 
address do not match, nor does 
the domain name 

 


